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ABSTRACT

Group decision making is the situation that a group of agents makes collective choices over
a set of alternatives. The input of group decision making is the partial preferences of agents,
and its output is one (or more) candidates. This thesis focuses on a two-step (Preference
learning and rank aggregations) group decision making framework. A preference learning
method learns a statistical ranking model from the users’ preferences, which might be partial
rankings. In rank aggregations, the group decision is made according to the learned ranking
model. Both preference learning and rank aggregations are highly challenging when the
number of alternatives becomes large. This dissertation focuses on solving the following
questions. How can we design efficient preference learning algorithms when the preferences
are partial rankings? How can we design rank aggregation rules with privacy guarantees?

The first part of this dissertation focuses on preference learning. We propose two pref-
erence learning algorithms, both compatible with partial preferences. Our main theoretical
contributions are the complexity analysis of the proposed preference learning algorithms,
which guarantees that all our proposed preference learning algorithms can finish in poly-
nomial (or sub-polynomial) time. The experiments confirm that our algorithms are robust,
efficient, and practical.

Furthermore, this dissertation proposes a group of rank aggregation methods with
privacy guarantees. We found Differential privacy (DP), a widely accepted notion of privacy,
is unsuitable in many rank aggregation scenarios because it requires external noises. Thus,
we proposed a novel privacy notion, smoothed DP, for rank aggregations. The smoothed DP
notion can achieve a similar privacy guarantee with DP without requiring external noises.
We theoretically proved and experimentally confirmed that most real-world elections are
private under the smoothed DP notion.

Finally, we apply the private group decision making framework to a downstream ap-
plication, improving the robustness of interpretation maps. Interpretation maps explain the
reason of why deep neural networks output a certain classification and can be used in the ap-
plication scenarios like objective detection, medical recommendation, and transfer learning.
Inspired by rank aggregation, we proposed the first interpretation method with theoretically
guaranteed robustness against /,-norm attacks. The proposed method is not only ~30%

more robust but also surprisingly more accurate than state of the art according to an exper-

xil



iment on real-world datasets.
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CHAPTER 1
INTRODUCTION

Group decision making is the situation that a group of agents makes collective choices over
a set of alternatives. Its input is the partial preferences of agents, and its output usually is
one candidate, which serves as the aggregated opinion of the agents. Within our scope, all of
the previous works about group decision makings has one of the following two limitations,
1. Lack of theoretical guarantees about the effectiveness (e.g., [1], [2]).

2. Cannot be applied to general partial orders (e.g., [3] is only compatible with ranked top-I
orders, [4] with [-way orders, and [5] with choice data).

To avoid the above two limitations above, we proposed a framework for group decision
makings from partial preference (Figure 1.1), whose two key steps are Preference learning
and rank aggregations. A preference learning method learns a statistical model for (full)
rankings from the users’ (partial) preferences. In rank aggregations, the group decision is
made according to the learned ranking model. Both preference learning and rank aggregations
are highly challenging when the number of alternatives becomes large.

Privacy is another main concern in group decision makings. The agents usually do not
want their preferences to be known by others. If there are no high-level requirements on the
accuracy of group decisions, privacy can be guaranteed by introducing the standard notion
of differential privacy (DP), which requires adding external noises (or decreasing accuracy)
to the group decision. However, in some group decision making scenarios (e.g., presidential
elections), adding external noises are prohibited. This application scenarios require a suitable
privacy notion and a private group decision making approach without requiring external
noise.

This dissertation focuses on solving the following questions.

(Partial Preferencel ~ Preference  ~ Fullrankings _ Group
@ Q> o Completion / O Q-H&a Private Decision
- Learning - Ny Aggregation
S B , » O 5 R-Q ; >
sest Eolscasa ==,

y > =
\& 8- Re @) Z \Lfee.)

Figure 1.1: The framework of group decisions from partial preferences.



Can group decisions be made from general partial preferences with theo-

retical guarantees?

Can privacy be preserved in group decisions without adding external noises?

Our answer to both open questions is ”Yes”.

1.1 Preference Learning from Partial Preferences

Preference learning is to learn a statistical ranking model from the data, and interpret
the learned parameter as a ranking. The first part of this dissertation focuses on preference
learning. We propose two preference learning algorithms, both compatible with partial pref-
erences. In Chapter 2, we propose a non-parametric preference learning method, which is
more suitable for the application scenarios when the number of agents is large. In Chapter 3,
we propose a parametric preference learning method, which is more suitable for the applica-
tion scenarios when the number of agents is small. Our main theoretical contributions are the
complexity analysis of the proposed preference learning algorithms, which guarantees that
all our proposed preference learning algorithms can finish in polynomial (or sub-polynomial)

time. The experiments confirm that our algorithms are robust, efficient, and practical.

1.2 Smoothed Differential Privacy

In Chapter 4, we propose a group of rank aggregation methods with privacy guarantees. We
found Differential privacy (DP), a widely accepted notion of privacy, is unsuitable in many
rank aggregation scenarios because it requires external noises. Thus, we proposed a novel
privacy notion, smoothed DP, for rank aggregations. The smoothed DP notion can achieve a
similar privacy guarantee with DP without requiring external noises. We theoretically proved
and experimentally confirmed that most real-world elections are private under the smoothed

DP notion while non-private under DP.

1.3 Applications of Our Group Decision Making Framework

In Chapter 5, we apply the private group decision making framework to a downstream ap-
plication, improving the robustness of interpretation maps. Interpretation maps explain why
deep neural networks output a specific classification and can be used in the application
scenarios like objective detection, medical recommendation, and transfer learning. Recent

work [6] found that interpretation maps can be easily attacked. In other words, a delicately
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Figure 1.2: The framework to apply the proposed group decision framework to
improve the robustness of interpretation maps.

designed small perturbation may significantly change the interpretation map without chang-
ing the classification result. Then, how to design interpretation methods with theoretically
guaranteed robustness against attacks becomes an open and essential research question.
Inspired by rank aggregation, we proposed an interpretation method, whose framework is
shown in Figure 1.2, with theoretically guaranteed robustness against ¢;-norm attacks for
arbitrary d € [1,00) U {oo}. At a high level, the first two steps in Figure 1.2 (adding noise
and interpreting) focus on producing pseudo-voting profiles by adding noise to the images.
The third step aggregates the pseudo-voting profiles by applying a scoring rule, which is
a widely used rank aggregation method in real-world elections. The proposed method is
not only ~30% more robust but also surprisingly more accurate and more efficient than

state-of-the-art according to the experiment on real-world datasets.



CHAPTER 2
NEAR-NEIGHBOR METHODS IN RANDOM PREFERENCE

COMPLETION

2.1 Introduction

In a learning-to-rank problem, there is a set of agents (users) X = {x1,...z,} and a
set of alternatives (items) Y = {y1, ... ym}. Each agent reveals her preferences over a subset
of alternatives. The goal is to infer agents’ preferences over all alternatives, including those
that are not rated or ranked. This fundamental machine learning problem has many practical
applications. For example, recommender systems use an agent’ revealed preferences to dis-
cover other alternatives she might be interested in; product designers learn from consumers’
past choices to estimate the demand curve of a new product; defenders can predict terrorists’
preferences based on their past behavior; and political parties can evaluate campaign options

based on voters’ preferences. See [7] for a recent survey.

Rating vs. ranking. Agents’ preferences can be represented by either a rating for each
alternative (e.g., an integer rating in Netflix), or a ranking over the alternatives (i.e., complete
ordering). Rating-based approaches have many known drawbacks [1], [2], including (i) agents
often have different scales for ratings; and (ii) numeric values are often less robust than
ranking-based approaches. In fact, rating data can always be converted to ranking data
(e.g., y1 is ranked higher than y, if y; has a higher rating) and thus ranking-based models
and algorithms are more general. We focus on ranking data.

A common approach to infer an agent’s preference is to first identify near neighbors
of the agent in terms of the Kendall-Tau (KT) distance, then aggregate their rankings to
produce a prediction. The KT distance is a metric that counts the number of pairwise
disagreements between two ranking lists. This approach was proposed by [1], and their
algorithm will be referred to as KT-kNN in this chapter. Many subsequent works are based
on the following assumption [8]-[12].

Assumption 1. KT distance is a good measure of similarity between agents.

No theoretical justification for this assumption was known until recently. [2] proposed

a latent utility model to justify the assumption. In their model, each agent or alternative is

Portions of this chapter have previously appeared as: A. Liu, Q. Wu, Z. Liu, and L. Xia.“Near-neighbor
methods in random preference completion,” in Proc. AAAI Conf. Artif. Intell., vol. 33, 2019, pp. 4336-4343.
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associated with a latent feature. Alternative j’s utility to agent 7 is controlled by a determin-
istic function of the similarity in their latent features. Under this model, consistency result
is established for the KT-kNN algorithms.

However, this model assumes that agents’ preferences are deterministic, which is un-
realistic in many settings. For example, an agent can exhibit irrational behavior, or provide
only a noisy version of her preferences. In fact, human preferences are often highly non-
deterministic. Various statistical models have been built to model such randomness, pio-
neered by the Nobel Laureate McFadden [13] among many other researchers. Therefore, the
following question remains open.

How can we learn an agent’s random preferences from other agents’ random prefer-
ences?

This question can be answered by designing algorithms for two closely-related problems:
(i) preference completion (PC): given each agent’s preferences over a subset of alternatives,
the goal is to estimate its preference over all the alternatives. (i) near neighbors (NN): given
an agent x;, the goal is to find agents x; close to x; in the latent space.

Standard techniques exist to use algorithms for the NN problem to solve a PC problem
(2], [1]; see also App. A.4). Therefore, we focus on the NN problem in this chapter.

Our Contributions. Our main conceptual contribution is the combination of a distance-
based latent model and random preferences for learning to rank. To the best of our knowledge,
while there is a large literature in each component, we are the first to consider both. See
related work for more discussions.

Our model is called distance-based random preference model. Let the latent feature of
agent ¢ (alternative j) be x; (y;). Agent ¢’s preferences are determined by a utility func-
tion w(x;,y;) = 0(z4,y;) + € ;, where 6(x;,y;) is a deterministic monotonically decreasing
distance-based function and ¢;; is a zero mean independent random variable. Our model
captures two pervasive characteristics of ranking datasets: Chl. FEconomically meaningful
6(-,-) function. u(x;,y;) is high in expectation when z; and y; are close. An agent is more
likely to prefer alternatives with similar latent features to itself. Ch2. Random preference
model. The function u(z;,y;) contains a noise term ¢;; to capture uncertainties in agents’
behaviors.

Our technical contributions are two-fold. First, we prove that Assumption 1 does not

hold anymore in our distance-based random preference model. More precisely, we prove that



the agents found by the KT-kNN algorithm [1] is far away from the given agents with high
probability, even when n, m — oco.

Second, we design an “anchor-based” algorithm for finding an agent’s near neighbors
under random preferences. The algorithm is based on the following natural idea: if two agents
i1 and iy are close, then their KT distance to any other agent j (an anchor) should also be
close. The algorithm proceeds by using the KT distance to other agents as an agent’s feature,
and measures the closeness between two agents by the L, distance of their features. We prove
that asymptotically our algorithm identifies an agent’s near neighbors with high probability
when the latent space is 1-dimensional. Many techniques we developed can be generalized
to high-dim settings.

Experiments on synthetic data verify our theoretical findings, and demonstrate that
our algorithm is robust in high-dim spaces. Experiments on Netflix data shows that our
anchor-based algorithm is superior to the KT-kNN algorithm and a standard collaborative
filter (using the cosine-similarities to determine neighbors).

Related Work and Discussions. While using random utility models in learning-to-rank
problems is not new [2], [12], [14]-[18], we are not aware of any that simultaneously achieves
both Chi1 and Ch2.

Random utility-based ranking algorithms [14], [12], [15] address Ch2, but the function
6(x;,y;) often does not have an explicit economics interpretation. For example, let © € R"*™
be a matrix such that ©, ; = 0(x;,y;). [12], [15] assume that © is low rank. But the low rank
assumption does not have explicit economically interpretation.

While recent non-parametric models (e.g., [2]) allow one to use economically inter-
pretable functions 6 (addressing Ch1), they operate only under deterministic utility models.

Parametric preference learning has been extensively studied in machine learning, espe-
cially learning to rank [19]-[25]. These works are different with ours as it is often assumed

that agents’ preferences are generated from a parametric model.

2.2 Preliminaries

Distance-Based Random Preference Model. Let X = {z1,...,2z,} C R? denote the
set of agents and let Y = {y1,...,ym} C R? denote the set of alternatives. We slightly abuse
the notation and use z; to refer to both agent ¢ and her latent features. Each agent x; has

a ranking (preference list) R; = [y;, > -+ > y;,.] over ), where > means “prefer to”. We



observe only a subset of R; for each i € [n].

Utility functions and the random utility model. Agent i’s expected utility on alternative j is
determined by a function (z;,y;). Throughout this chapter, we use 6(z;,y;) = exp(—||z; —
Yjll2), where ||.||2 is the f3-norm.

Agent i’s ranking R; is determined by the widely-used Plackett-Luce model [26], [27].
The realized utility of alternative y; for agent ¢ is generated by u(z;,y;) = 0(x;, ;) + €5,
where ¢; ; is a zero mean independent random variable that follows the Gumbel distribution.
Then, agent ¢ ranks the alternatives in decreasing order of their realized utilities. The density
function of the Plackett-Luce model has a closed-form formula. Let y;, >; y;, represent that

yj, is ahead of y;, in R; and let jy, ja, ... Jm be a permutation of [m]. We have

xm yjt
+ 0(2i, Yj,)

Pr [yjl i y]m H Z (21)
t*_

9(371'79]'1)
G(xivyjl )+9(75i,yj2) '

The marginal distribution between alternatives j; and js is Prly;, > y;,] =

Distributions of X and ). x; and y; are i.i.d. generated from distributions Dx and Dy. The
supports of Dy and Dy are a cube B(d) in R?, where B(d) = {v € R%: ||v||o0 < ¢}, where ¢

is a constant. We adopt the standard “near uniform” assumption for Dx and Dy [28]-[31].

Definition 1. Consider a continuous distribution D on B(d) with probability density func-

sup fp(x)

i fo(n) 'S bounded by a constant, where x € B(a).

tion fp(x). D is near-uniform if

Let fx and fy be the PDFs of Dx and Dy respectively. Define cx = % and

sup fy ()

¢y = i fy(z) *

Observation model. We observe only agent i’s ranking over a subset O; C [m] of alternatives.
Each alternative j is in O; independently with probability p. The O,’s are also independently
generated across different agents. Let R® be the ordered list over @; C ) that is consistent

with R (i.e., R is the partial ranking of R over ;). For each agent i, we observe RZO ‘.

The near neighbor problem. Here, an algorithm needs to find near neighbors of an input

agent. An algorithm is a k(n, m)-NN solver with parameter 7(n) if
e for any input agent ¢, the algorithm outputs k agents 7y, is,. .., and

e with overwhelming probability, |z; — x;,| < 7(n), where 7(n) = o(1).



We often write k-NN or kNN instead of k(n, m)-NN when k’s dependencies on m and

n are not critical.

Additional notations and examples. For an arbitrary ordered list R, we use it cal-
ligraphic form R to extract the rank of an alternative. For example, suppose y; is the
top-ranked alternative in R, then R(y;) = 1. Let I(v) be an indicator that sets to 1 if the
argument v is true; if false, it sets to 0.

Let |R| be the length of the list R. Let Ry and Ry be two ordered lists over the same

set of alternatives. The normalized Kendall-Tau distance between R; and Rj is

1 . . . .
NK(Ri, ) =z > I((Ra(it) = Ra(i2)) (Ra(ir) = Ra(j2)) < 0). (2.2)
( 2 )j17éj2€R1
When R; and R, do not have the same support, the normalized KT distance is defined as
NK(R?, RS), where O = R; N R,.
To facilitate analysis, sometimes we need to introduce new agents outside X. For a

new agent with latent features x, let R, denote its ranking over ) and let R9= denote the
observed ranking.

Conditional probability and expectations. There are multiple levels of randomness for pro-
ducing the rankings R;’s: (i) x; and y; are random and (ii) u(x;,y;) consists of a random
component (i.e., randomness from the Plackett-Luce model). Care must be taken when op-

erating the conditional random variables defined in our process. For example,

o EINK(R;,, R;, | X] refers to fixing the latent positions of the agents and taking expec-

tations over Y and randomness from the Plackett-Luce model.

e ENK(R;,, Ri,) | X,))] refers to fixing the latent positions of both alternatives and

agents and taking expectations over randomness from the Plackett-Luce model.

2.3 Inefficacy of KT-kNN

In this section, we will prove the inefficacy of KT-kNN algorithm by [1] (Algorithm 1)
in our distanced-based random preference model. This implies that Assumption 1 does not
hold in our model.

Recall that KT-kNN uses KT distances to find an agent’s neighbors based on the

intuition that when x; and x; are close, their “opinion” on alternatives’ utilities should be



Algorithm 1: KT-kNN (it produces incorrect results)

1 Input: {R;Dj }iem), k, and an agent x;.
2 Output: k neighbors near agent 7 in the latent space.

s Find j1,j2, -, ju_1(€ [n]/{i}) such that NK(R®, R

J1

) <o < NK(RY: R(.Qj"*l)

) In—1
4 Return XKT-kNN — {jh cee ]k}

similar. The next theorem show that this intuition does not hold in our model, by proving

that KT-kNN does not return any near neighbors for a large fraction of x;.

Theorem 1. Consider Algorithm KT-kNN under distance-based random preference model
in which d = 1 and p = 1. Let Dy and Dx be uniform distributions on [—1,1]. For any
constant ¢, any x; € [~1 +¢,—0.5]U[0.5,1 — €], and any k < n/In’n, we have

min ||z — 2], > € =Q(1). (2.3)
xeKT—kNN({R;Dj Yik,xi)
with high probability. The probability comes from random X /{x;}, random Y, and random

preferences.

Remarks. Theorem 1 states that KT-kNN fails to work even for the simple case where d = 1
and Dy = Dy = Uniform([—1,1]). Eq. (2.3) is a strong result because trivial algorithms
exist to find an agent x; whose distance to z; is ©(1) (just picking up an arbitrary z;). In
addition, this result continues to hold for large populations (e.g., when n, m — oo and p = 1),
suggesting that the limitation of the K'T-based approach roots at the structural properties of
the NK function. In addition, if we use KT-kNN to solve PC problem by applying standard

techniques, it will also produce poor results (see App. A.4 and Lemma 11 there).

Comparison to [2]. [2]| proved that KT-kNN is effective under the deterministic utility
model. This suggests that with the presence of uncertainties in the utility function (a more

realistic assumption), the algorithmic structure of the NN problem is significantly altered.

Intuitions behind Theorem 1. The following example highlights the salient structures

of KT-distances.

Example 1 (Near-neighbors in expectation). Let ;1 = 0, y; = —0.5, and y, = 1. Let
x* = argmin, E[NK(R,, Ry) | 1,z,)] (e.g., where would we place an agent that minimizes

its KT distance to x1?). One would hope that when z* and z; are close, R, and R; is
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close, but here x* = —0.5. Specifically, let a be the probability z; prefers y; to ys (i.e.,

a = %) and let b(z) be the probability = prefers y; to y.. Recall that agents’

support is [—1, 1]. We need to solve
= argmin E[NK(R,, Ry) | z1,2,Y] = argmina(l — b(x)) + (1 — a)b(z). (2.4)

Here, we aim to minimize the weighted sum of a € [0,1] and (1 — @) via controlling
b(x). The optimal solution has a simple structure: when a > (1 — a) (equivalently, a > 0.5),
we need to set the weight associated with a as small as possible, which means setting b(z) to
the largest possible value. When a < (1 —a), b(z) needs to be minimized. Thus, the optimal

solution uses the following threshold rules (assume a # 0.5 for simplicity).

(=1,y1) ifa>05

¥ e .
(yo,1) ifa<05

This minimizer is far from z;. O

See also Example 5 in App. A.2.5 for another small and concrete example, in which

KT-kNN produces poor output.
2.3.1 Proof Sketch of Theorem 1

Proof. We use intuitions from Example 1 to prove the theorem. Specifically, define

First, note that NK(R;, R,) concentrates at G;(x) when m is sufficiently large. This

comes from the concentration behavior of the NK function:

Lemma 1. Let p = E[NK(R;, R;) | X] = Gi(x;). We have

2
P INK (i )~ | 2 0] 2] < e (=272,

See Appendix A.2.1 for the proof. The terms in NK are not independent terms so we
cannot directly apply Chernoff bounds. Our proof uses the combinatorial structure of the

NK function to decouple the dependencies among terms. The technique we develop can be
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of independent interests.

Let z* = arg min, G;(x). Below is our main lemma:

Lemma 2. Let Dy be uniform distribution on [—1,1]. Let x; be any agent in [—1,—0.5]. We
have

argmin G;(x) = —1.
Similarly, when x; € [0.5,1], argmin, G;(x) = 1.

For any z; € [-1,—0.5] U [0.5, 1], Lemma 1 and Lemma 2 give us:
min NK(R, R;) ~ min G;(z;+) = Gi(—1),

where the first approximation comes from the concentration bound of NK and the second
approximation comes from the fact that there must exist one agent close to -1 when the
number of agent is large. Therefore, all the neighbors produced by KT-kNN are far from x;
(see Appendix A.2.4 for a rigorous analysis).

Proof of Lemma 2. By linearity of expectation, we have

Gi(x) = (%)8221}3 [NK (R§y217y42}7 iyélyyeg}) ‘ m’%}

_E {NK (R;{yzl 7ye2}7 Rg{cyelyyzg}> ’ 2, »’Uz} ‘
The last equality holds because y;’s are i.i.d. samples from Dy . Define

0(xi, 1)
0(zi,y1) + 0(2i,y2)
0(x,y1)
z, 1) + 0(x,y2)

pi(y1,y2) = Prlyr =i y2 | y1,y2, xi] =

Pe(y1,92) = Prlyr =2 vo | y1, 42, 2] = a(

When the context is clear, we shall refer to p;(y1, y2) and p,(y1,y2) as p; and p,, respectively.
We have

Gi(z) = Eyl,yz[ (1 —pi) + (1 = pao)pi | xiaw]'
One can see that G;(z) is a smooth function (the first derivative exists). Our proof

consists of three parts. Part 1. When z € (-1, z;], 0G;(x)/0z > 0, Part 2. When z € [z;, —x;],
Gi(z) — Gi(x;) > 0, and Part 3. When z € [—x;, 1), 0G;(x)/0z > 0.
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z
(a) (b) (©

Figure 2.1: (a) Functions G;(z) for ¢ =1, and z; = —1,0.4, and 1. Observations:
(i) when z;, = £+1, the function G;(z) is a monotone function; (ii) for
all z;, G;(z) grows in sublinear manner when z is close to +1. (b)
Definition of [;, I, and I3 used in the lower bound proof for Lemma 3
(Section 2.4). Agents in [; and [; are effective anchor agents. (c)
Intuition of & and &; in the proof of Lemma 4 (Section 2.4).

The proof for part 3 is similar to part 1. Proving part 2 is also simpler. Therefore, we
focus only on the proof for part 1. Proof for part 2 and 3 is deferred to Appendix A.2.

We now show that when = € (—1,x;], 0G;(z)/0x > 0. We have (see Fact 2 in Ap-
pendix A.2.2):

8%:(6@ — E[®(y1, yo, 7, 2:)| 74, 2] (2.5)
where o
Srimna) = S smisapteen
Agz)z =y — il — |y1 — @4
Agmz) = |y — 2| — |y1 — 7]

Here, A% (Aﬁ"”; ) measures whether z; (z) is closer to ys or y;. Similar to Example 1,
they serve as important quantities determining the structure of 0G;(x)/0z (and therefore
the optimal solution).

One can check that ®(yy,y2, z, ;) = ®(y2, Y1, T, x;). Therefore,

0G(x)
ox

=E,, ., [®Py1,y2, 2, 2:) | 24, (11 < o)l

Central to our analysis is carefully partitioning the event y; < s into four disjoint
(sub)-events. Under each event, the conditional expectation of ® can be computed in a

straightforward manner. Specifically, define

z2+1
5 -

o &:when z <y <ypory <yo <z Thus, Pri& |y <y =
o &: when y; <z and yp > 1+ 2x;. Thus, Pr[& | y1 < yo] = —(x + 1)z;.
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e &: when y; <z and x < ys < 2z; — x. Thus, Pr[& | y1 < yo] = (v + 1)(z; — x).

o & when y; <z and 2x; — v < yo < 1+ 2x;. Thus, Pr[&y | y1 < ya] = (le)Q-

Figure A.1(a) in Appendix A.1 visualizes the events to complement the analysis. We

now interpret the meaning of these events.

Event £,. Event & represents the case in which y; and y, are on the same side of z. In this
case, any movement of z without passing v,y will not change the probability that y; =; v
occurs (i.e., Prlyn =i ya | y1, Y2, x, E1] = Prlyr =i y2 | y1, Y2, x £ 0, & for any sufficiently small
9). Therefore, & does not impact E[®] and E[® | &, z, z;] = 0.

Event &. Under this event, one can check that |z; — y1| < |x; — yo| (i.e., x; is closer to

y1 than to yo). In this case, when we increase the value of x (recall that y; < =z < x;),

NK(Ri{yl’W}, Rg{cyl’W}) will increase. This is equivalent to E[® | &, z, z;] > 0.

Event &. Under this event, one can check that |z; — y1| > |x; — y2|.In this case, when
we increase the value of z, NK(Ri{yl’yQ}, Rg{ﬁyl’yQ}) will decrease. This is equivalent to E[® |
x,x;, &) < 0.

Event £;. Under this event |x; — yi| — |x; — yo| is positive (we call this a positive event)
with probability 0.5 and is negative (we call this a negative event) with probability 0.5. The
first order term conditioned under the positive event cancels out that conditioned under the
negative event. Therefore, E[® | z, z;, &) will be a “small” term.

With the above intuition, we have

E[® | z,2;] = E[® | z, x;, E] Pr[& | x, x;]
+ E[® | z, 2, E] Pr[&s | o, x;].

We now relate & and & to Example 1. Event & corresponds to the setting where z;
is closer to y; than to yo. As explained in Example 1, when we move x to the right, we
increase the expected KT distance, whereas in £3 when we move x to the right, we decrease
the expected KT distance. The crucial observation is that £ is much more likely to happen
than &. The observation becomes clear with visualization in Fig. A.1b (i.e., the area for &
is much larger than that for &). Using these intuitions, we have (see Appendix A.2.2 for the

full analysis):
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Fact 1. Using notations above, we have ,

E[® | z,z;] = Z E[® | x,x;, &) Pr[& | x,x;] > 0.

t=2,3,4

This completes the proof of Lemma 2. 0J

2.4 Anchor-Based Nearest Neighbor Algorithms

This section develops a new (high-dimensional) feature F, for each agent ¢ so that
|F, — F}| is small if and only if ; and z; are close. We present the positive results in the
most general form in 1-dim latent space (i.e., we allow Dy and Dy to be any near-uniform

distribution, p = o(1), and the latent space is [—c, ¢| for any constant c).

Index convention. This section uses 4, j, and ¢ to index agents and ¢ (include ¢y, 5, etc.)

to index alternatives.

Intuition of the design of F,. Our key idea is to leverage a third agent, namely an anchor
agent, to determine the closeness of two agents x; and x;. Let ; be a third agent. Compute
NK(Ry, R;) and NK(Ry, R;). If 2, were chosen appropriately, then NK(R;, R;) ~ NK(R,, R;)
if and only if x; and z; are close. For example, if ; = —c, then NK(R;, R;) ~ Gi(z;)
and the function G;(z) is a monotone function (see the blue curve in Fig. 2.1a). We have
Gi(z;) = Gi(z;) if and only if x; ~ ;.

We face two key technical challenges: C'1. Not all agents can be served as effective
anchor agents. For example, when z; = 0, G,(z) = G;(—=), which cannot separate x; and z;
when x; = —z;. C2. the efficacy of the anchor agent is sensitive to z; and z;. For example,
when z; = —c (see again Fig. 2.1a), the function G;(z) grows in a sub-linear manner so it is
less effective in detecting the closeness of x; and z; when they are both close to —c.

To address C1, we use all possible agents as anchor agents. To address C2, we need to

develop new probabilistic techniques to analyze G,(x).

Our features. Let F; = (Fia, Fia,--- Fip), where
Fyy = Eg, r y[NK(Ry, Ry) | X] = Ge(). (2.6)

Then we use the L;-distance between F’Z and F’j to determine whether x; and z; are close.
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Define

1
D(wi, ;) = — t;} |Fyy — Fjyl. (2.7)
[2¥}

The summation excludes 7 and j because x; and z; themselves cannot be used as anchor

agents.

Replacing the features F by estimates. F;; is not directly given so we use the em-
pirical estimate as the plug-in estimator. Define Fm = NK(RE9 ‘ Rf) ') and our estimator is

D(x;, ;) = e D iglig) |y — Fy| (see Algorithm 2).

Algorithm 2: Anchor-kNN

1 Input: {R?j}je[n], k, and agent x;.

2 OQutput: k£ neighbors near agent i.

s Compute F}; = NK(RY", R](-/)j) for all i, j € [n].

4 Compute D(z;,x;) = ﬁ Zt#j |Fit — Ejal.

5 Find jy,J2, -+, jn—1 (€ [n]/{i}) such that
D<xi7xj1) < D(Ihsz) e < D(xi’xjnA)'

6 Return Xanchorknn <= {J1, -+, Ji }-

Theorem 2. Consider Algorithm Anchor-kNN wunder distance-based random preference
model. Let Dx and Dy be any near-uniform distribution on [—c,c|. Let 7(n) be an arbi-
trary quality parameter so that T(n) = o(1) A 7(n) = w (n‘i\/ In n) For any x; € [—c, (],

any m = w (p;fi?n) -In® <p21ﬁ’(“”n)>) and any k = o(n - 7%(n) - In"'n), we have

max |z — xil], < 7(n)
xGAnchor—kNN({R?j }i.k,xs)
with high probability. The probability comes from random X /[{z;}, random Y, and random

preferences.

Remark. 7(n) cannot be too small because our function D(z;,z;) cannot measure the
distance of two agents well if they are too close. m needs to grow when p (fewer samples)
or 7(n) decreases (higher quality requirement), which is intuitive. & measures the number
of numbers an algorithm can find so that their distance is within 7(n); larger k£ means the

algorithm is more powerful.
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Let D(x;, ;) = E[D(z;,x;)]. In the remainder of this section, we analyze the behavior
of of D. The function D concentrates at D and can be shown by using simple Chernoff bounds

(see Appendix A.3.2 for a complete analysis).

Lemma 3. For any near-uniform Dx, Dy on [—c,c| and any two agents x;,x;, we have
cs(c) - (In7rn) -y — ;] < D2y, ;) < |z — 2y,
where c3 1s a constant that depends only on c.

Upper bound proof for Lemma 3. The upper bound requires only a straightforward
calculation. Recall that p; = p;(y1,vy2) = Prlys =; v | y1,y2, x;]. We have
D(z;, ;) = Eg, HEyhyz[(pi —p;) (1 —2py) | x, xj,xt]u (2.8)
< Eyy e (Ipi — psl | o, 23] < | — a4

The last inequality is shown in Fact 6 in App. A.3.1.
Lower bound bound proof for Lemma 3. Here we analyze only the case |z; — z;| <
2c — 2Inn. When |z; — z;| > 2¢ — 2lnn (e.g., z; and z; are around the boundaries —c and
¢, respectively), the result is trivial.

Wlog, assume that z; < x;. We partition [—c, ] into three intervals and consider anchor
agents in each of these intervals. Specifically, define (see also Figure 2.1(b))

. T; —¢C _(xi—c zj+c _|lxy+c
I =|—- I, = &I = .
1 |:Ca 2 :|7 2 ( 2 2 ) 3 |: 2 aC:|

The agents in I; are “less effective anchors” (C2). We use trivial bound for terms in I

(|Fit — Fj¢| > 0). Focusing on I; and I3, we have

]D)(a:i,xj)
> T+ c
4e-cx
c—xj

Eg, Hgt(l‘z) - gt(ib"j)| | 2y € I, i, ;) + (2.9)

de-ex B, Hgt(xz) - gt(xj)| |2 € 137351'?%'} :

Note that (% + %) is at least Q(1). In the next Lemma, we will show that
E., [|Qt(:cl) — Qt(xj)| |z, € [1,33“1’]-} is at least in the order of |x; — ;2. The analysis for

the other term is similar. Below is the lemma we need (related to C2):
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Table 2.1: Summary of results from Netflix dataset. KT coefficient is linearly
related to KT distance and is in [-1,1].

KT coefficient Spearman Rho Precision@5

CF KT-kNN  Anchor-kNN | CF KT-kNN  Anchor-kNN | CF KT-kNN  Anchor-kNN
k=5 | 0.0531 0.0548 0.0989 | 0.0787 0.0811 0.1462 | 0.3286 0.3386 0.4045
k=15 | 0.1199 0.1259 0.1646 | 0.1770 0.1860 0.2423 | 0.4291 0.4573 0.4850
k=25 | 0.1403 0.1570 0.1869 | 0.2214 0.2307 0.2742 | 0.4718 0.4823 0.5077

Lemma 4. For any near-uniform Dx,Dy on [—c,c| such that |z; — x;| > 2¢ — 2Inn and

x; € 11, we have

1Ge(i) = Ge(;)] = eale) - | — a5,

_ 1—e—c/4 1 1
where c4(c) = v € (0,5).

Proof of Lemma 4. Note that |z; — z;| > 2c — 2Inn and z; € I; imply z; > x; > 27, + c.

Because |G (z;) — Gi(x;)| = 8%—3(:5). Specifically,

[5 —8%’5(‘”) dx‘, we aim to give a bound for
Z; T

3gt(x)
ox

> 3ey(c) - (& — 2?).

when z > 2z, + ¢ (or equivalently, 2, < #5°). Re-cycle the definition of @, A§f)2, and A@

used in the analysis of Theorem 1 (see also Appendix A.1 for the notation summary) so that

6%(;) - Ey1<y2[®(ylay2v$axt) ’ .T,.Tt]

We partition the positions of {y;, y2} into events (see also Fig. 2.1c for a visualization):

o &:whenx <y <yyory <y <.

o &: when y; € [557, 3225¢] and y, > <. We have Pr[&; | y1 < y2] > ¢

8 2 = 16c%c3 "
o &3 when (y1,y2) ¢ & U &y As explained below, we do not need to explicitly calculate

Pr(&s [ 1 < yal.

We now explain the intuition associated with these events.
Event & . Because y; and y, are on the same side of x, we have E[® | &, x, 2] = 0 (see
also Lemma 2).
Event & and event . When (y1,y2) € & U &, we have |y; — 24| < |y — 24| (24 s closer
to y; than to yo). This is because (i) |ys — x| > © — x; when yo > z and = € I, and (i)
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Figure 2.2: (a) Average pairwise probability prediction error (or pairwise error,
see Appendix. A.5.1 for the definition) for different k € [101,1601].
(b) Pairwise error when k = 751 (optimal k for ground-truth kNN).
(c) The average latent distance between x; and its predicted 751
near neighbors. (d) Validation for high dimension (1 ~ 10
dimensional latent space). Let k = 73 ~ In* » and measure the

pairwise errors when k£ = 73. (e) The average latent distance when
k= T73.

ly1 — x| < max{z; — ¢,z — 2} < o — 2y since y; < z and x > 2x; + ¢. This conclusion is
trivial when the positions of the points are visualized (Figure 2.1(c)).

In these events, an increment in x will result in an increment in G;(z). Therefore
E[® | & UEs, x, x4 > 0.
Event &. Knowing ® can be arbitrarily close to 0 when £ U&3 happens. Here, we need also
identify an event so that ® is at least a positive constant. Event & serves for this purpose
because it ensures x to be far from the mid-point of y; and y9, so G(x) behaves like a linear

function in this region (and thus its derivative behaves like a constant).

Intuition on dependencies on |z; — z;|*. We now explain why |G;(z;) — Gi(z;)| depends
on |z; — x;]? instead of |z; — x;]. Only if (z;,x;) ¢ &, ® will be non-zero. This requires
y1 < o < yo. Recall we only interests to x; < x < z;. When z; and z; get too close to
—c¢, Priyn <2 <y | 2] = O(z; + ¢) = O(|z; — ;|). When we carry out integration over
0G(x)/Ox, this term will lead to an additional factor of |x; — ;| (see also Figure 2.1(a) for
simulated G;(z)).
Using the above intuition, we have
Eyicyo® | 2, 24] > By <y [P | E2,,24) - Pr [Ea |z, 2]

Yy1<y2

2 — g2
—om). S22
(1) 16026%

The last inequality uses the fact that E, <, [® | &, z,z;] = Q(1) (Fact 7 in Appendix A.3).
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By carrying out an integration over 9G;(z), we get |Gy(z;) — Gi(z;)| > cac) - |z — ;2. O
Lemma 4 and its similar result for I3 suffice to establish the lower bound.

2.5 Experiments

Our experiments aim to (i) confirm the behaviors of KT-kNN and Anchor-kNN for
finite sample size when d = 1, (i7) understand the behavior of Anchor-kNN in high-dim
settings, and (iii) validate the practicality of our algorithm over real-world datasets.

Details of all experiments are in Appendix A.5.1. Note that this chapter mostly focuses
on theoretical results. Extensive evaluations on real-world data are a promising direction for

future work.

1-dim synthetic data. In this experiment, we compare the efficacy of KT-kNN, Anchor-
kNN, and Ground-Truth-kNN. Ground-Truth-kNN assumes an oracle access to an input’s
(ground-truth) k-nearest neighbors so this is an optimal kNN. Figure 2.2(a) plots the per-
formance of Anchor-kNN,KT-kNN and Ground-truth-kNN in completing the preferences
for different k. Figure 2.2(b) plots the completion/prediction error for different x; using an
optimal & (chosen by using cross-validations for Ground-Truth-kNN). Figure 2.2(c) shows
the average latent distance between the return set and x;. The experiments confirm that

(i) Anchor-kNN is consistently better, (i) KT-kNN does not return near neighbors when

<
29

,’L‘i%

and (71i) when x; ~ 5, KT-kNN is the poorest at completing preferences. Ap-

pendix A.5.1 provides additional experiments for different settings on m.

High-dim synthetic data. We repeat the experiments for d = 1,--- ,10. Figure 2.2(d)
is the prediction error and Figure 2.2(e) is the average distance. Anchor-kNN continues
to outperform KT-kNN, suggesting that our algorithm works for d > 1. The performance
of all algorithms deteriorate for large d because of the curse-of-dimensionality problem in

neighbor-based algorithms [32].

Real dataset. We examine the performance of Anchor-kNN using the standard Netflix
dataset [33], [34]. The baselines are KT-kNN and a standard collaborative filtering algorithm
using cosine-similarity [35], [36]. Table 2.1 presents the results. Anchor-kNN consistently
outperforms KT-kNN and collaborative filtering. Our experiments suggests that our distance-

based random preference model and Anchor-kNN seem to be quite practical.
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2.6 Conclusion

This chapter introduced a natural learning-to-rank model and showed that under this
model a widely used KT-distance based kNN algorithm failed to find similar agents (users),
challenging the assumptions made in many prior preference completion algorithms. To fix the
problem, we introduced a new anchor-based algorithm Anchor-kNN that uses all the agents’
ranking data to determine the closeness of two agents. Our approach is in sharp contrast to
most existing feature engineering methods. We provided a rigorous analysis for Anchor-kNN
for 1-dim latent space, and performed experiments on both synthetic and real datasets. Our
experiments showed that Anchor-kNN works in high dim space and promises to outperform

other widely used techniques.



CHAPTER 3
LEARNING PLACKETT-LUCE MIXTURES FROM PARTIAL

PREFERENCES

3.1 Introduction

Rank aggregation has found applications in many areas, such as meta-search [37],
information retrieval [7], and recommender systems [38]. In the rank aggregation problem,
we want to find an aggregated ranking from the rank data of a given population. One popular
approach is learning to rank, which is to learn a statistical ranking model from the data, and
interpret the learned parameter as a ranking.

Plackett-Luce model (PL) [26], [27] is one of the most widely-used models. In PL,
each alternative is assigned a positive value. The greater this value is, the more likely its
corresponding alternative is ranked at a higher position. In recent years, mixtures of Plackett-
Luce models have drawn attention for heterogeneous data. Mixture models provide better
fitness to data [17], and can be used for clustering. A mixture model assumes that there
are multiple clusters in the population, and each of the clusters can be learned using a
component model. In the case of mixtures of Plackett-Luce models, each component is a
Plackett-Luce model, while the quality of a certain alternative is usually different across
different components.

Algorithms to learn a single Plackett-Luce model and its mixtures from linear orders
(full rankings) have been well investigated. However, many real-world datasets are composed
of partial orders over a subset of alternatives [39], [40], e.g. the Netflix prize data. Some of
the previously proposed algorithms work only for special structures of partial orders or gen-
eral partial orders with ignored comparisons or dependence between pairwise comparisons.
However, modern datasets can be unstructured or even implicit, e.g., preferences implied by
comparing time users spent on news articles or whether a user finished watching a movie [24].
None of the existing algorithms is able to learn PL and its mixtures with full utilization of
general partial orders with no restrictions. The only known approach to tackle general partial
orders without ignoring information in literature is to sample linear extensions from partial

orders under a given model (Mallows’ model) and learn the model from full rankings [39].

Portions of this chapter have previously appeared as: A.Liu, Z Zhao, C. Liao, P. Lu, and L. Xia.“Learning
plackett-luce mixture from partial preference,” in Proc. AAAI Conf. Artif. Intell., vol. 33, 2019 pp. 4328-4335.

21
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This chapter addresses the following problem: How can we efficiently learn the Plackett-
Luce model and its miztures from partial orders?
Our Contributions. We propose an EM framework to learn mixtures of Plackett-Luce
models from partial orders. The E step consists of two parts: given the current estimate, (i)
sampling multiple linear extensions from each partial order, and (ii) computing the member-
ship of each sampled linear order (full ranking). The M step can adapt any learning algorithm
for the single Plackett-Luce model. In this chapter, we use the LSR algorithm by [25] as the
subroutine.

We address the technical challenge of sampling an linear extension of a partial order
under PL in part (i) by proposing the following two samplers.
Sampler 1: GRIM-MCMUC generalizes the GRIM-based sampling algorithm by [39], which
was for Mallows” model, to PL. We further prove that GRIM-MCMC is efficient for a large
class of preferences called layered-structure preferences in Theorem 5.
Sampler 2: Gibbs generalizes the sampler by [41] to deal with partial orders, and can be
naturally generalized to learn mixtures of Random Utility Models [42], which subsume PL.

We compare the performances of the proposed sampling algorithms for PL and its
mixtures using experiments on synthetic data and show that Gibbs sampler is better. Our
algorithm uses 75% information at the cost of mere 6% MSE compared to the best algorithm
for PL mixtures for linear orders. Experiments on real-world data show that the likelihood
of test dataset increases when partial orders provide more information; or the number of
components in PL. mixtures increases within a certain range.
Related Work. We are not aware of any previous algorithm that learns a mixture of
Plackett-Luce models from general partial orders without discarding information. A vast
number of algorithms have been proposed to learn the Plackett-Luce model [4], [19], [25],
[24], [43]-[45] and its mixtures [16], [46]-[48,49]. Some of these algorithms were designed for
linear orders (full rankings) [19], [45], [16], or some special structures of partial orders [4],
[25], [24], [44], [48]-[50], e.g. top-l rankings. Very few algorithms were designed for general
partial orders, but some ignore dependencies between pairwise comparisons with overlapping
alternatives [47], and some discard comparison information in order for the algorithm to be
consistent [43].

[39] proposed an algorithm to learn the Mallows model and its mixtures from general

partial orders by sampling linear extensions. We focus on a very different but even more
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popular model: Plackett-Luce model, as well as its mixtures. Efficiently sampling linear
extensions from arbitrary distributions is an open problem. There have been research on
generating linear extensions according to various distributions (e.g., uniform distribution,
Mallows model, etc.). Repeated insertion methods (RIM) and MCMC are two groups of
methods widely used in those works.

We propose two algorithms to sample linear extensions from a partial order under
the Plackett-Luce model: one inspired by [39] while the other based on the random utility
nature of Plackett-Luce model. To our best knowledge, this is the first work that exploits
all information from general partial orders by sampling linear extensions under the Plackett-

Luce model, as well as other random utility models (Gibbs).

3.2 Preliminaries

Let C ={c1,--- ,cn} denote a set of m alternatives. Let £(C) denote the set of linear
orders, which are transitive, antisymmetric and total binary relations, over C. A linear order
R is often denoted by ¢;; > ¢;, > -+ > ¢;,,, which means that ¢;, is ranked at the top, ¢;,
is ranked at the second, ..., ¢;, is ranked at the bottom. Let {1,--- ,n} denote n agents.
Each agent 7 is assumed to have a strict complete preference over C, represented by a linear
order I%;. However, only partial preferences over a subset of alternatives £S; is observed,
represented by a partial order', which consists of irreflexive, transitive, and asymmetric
binary relations. We call £S; the effective alternative set of agent j and let mj = |ES;|. We
describe a partial order by a set of pairwise comparisons V; = {¢;, > City o 5 Ciy > Cif 11 <
i1, 0,0 gy Ty < m}. Due to transitivity, such description of a partial order is not unique.
A unique representation of a partial order V; is the transitive closure, denoted by tc(V}),
which consists of all pairwise comparisons in V; considering transitivity. An example of a
partial order and its transitive closure is shown in Figure 3.1. Let P = (V4,---,V,) denote
the data (also called a preference profile), where V; is agent j’s partial preference. Let P(C)
denote the set of all partial orders.

) —> Partial Order

S~
_______________ > ==> Transitive Closure

Figure 3.1: Example of a partial order and its transitive closure.

!Throughout this chapter, all partial orders are strict.
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Let Ext(V}) be the set of all linear extensions of V;, which consists of all linear orders
consistent with V. A linear extension bridges a partial order (observed data) and a linear
order. For example, Ext(()) is the set of all permutations on C. In this chapter, we assume

each agent’s preference is generated from the Plackett-Luce model, defined as follows.

Definition 2 (Plackett-Luce model). The sample space is L(C)". The parameter space is
O={0= (01, - ,00) | Vi,0; € (0,1),57,0; = 1}. Given parameter 0 € ©, the probability
of any linear order R =c¢;, >, -+ ,> ¢, 18

- 0, 0;, 0

Prot (RIG) = B N 3.1
rpr(R|6) 2p21 0;, X sz2 0;, % . 0;, ,+0;, 31

The probability of any partial order V' is the sum of all probability of its linear exten-
sions, i.e. Prpp(V|0) = > ReRxt(V) Pr(R|f). Another probability of interest is the probability
of linear order R conditioned on a partial order V', where R € Ext(V'). By the definition of

conditional probability, when R € Ext(V'), we have

. P 2
PI"pL (R|9, V) = LRW_,) (32)
Prp,(V10)

The Plackett-Luce model has the random utility interpretation, where each alternative
¢; is associated with a Gumbel distribution centered at In6;, whose cumulative distribution
function is e~%¢"" [51]. A linear order is generated by sampling a utility for each alternative
from its corresponding utility distribution and ranking all the sampled utilities in descending
order. For any = ©, we further define n; = %:ﬁ> where Opax = MaXicpy 0; and Oy, =
MiNje[y) 0;.

Following [52] and [4], we make the following assumption on the data so that there

exists a maximum likelihood estimation.

Assumption 1. In every possible partition of the alternatives into two nonempty subsets,

some individual in the second set beats some individual in the first set at least once.

We define the mixture of k& Plackett-Luce models (k-PL), which subsumes the Plackett-
Luce model by letting & = 1, as follows.

Definition 3 (k-PL). Given integers m > 2 and k > 1, the k-mizture Plackett-Luce model
is defined as follows. The sample space is L(C)". The parameter space has two parts. The
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first part is the mizing coefficients @ = (ay,--+ , ), where for all 1 < r < k, a, > 0
and Zle a, = 1 The second part is <§(1)7 e ,5““), where 00 € © is the parameter of

the r-th Plackett-Luce component. The probability of any linear order R is Pry_p,(R|0) =
Sy ap Prpp(RIOW).

Similar to the (single) Plackett-Luce model, the probability of any partial order V'

is Prip (VM) = ZREEX‘L(V) Prk-pL(R|§). We note that this probability is equivalent to
Pripr(V|6) = S0y o Prpg (V[A0).

3.3 An EM Framework for Learning PL Mixtures

We propose an EM framework where the E-step has two parts: (1) generating N linear
extensions from each partial order, and (2) computing the expected membership of each

linear order. In the next section, we will introduce the two sampling algorithms for part (1):

GRIM-MCMC (Algorithm 5) and Gibbs Sampling (Algorithm 6).

Algorithm 3: EM Algorithm for k-PL with GRIM sampler and Gibbs sampler

1 Input: Profile P = (V4,---,V},), the number of components k, number of linear
extensions per partial order N, the number of iterations 7.
Output: For all 1 <r <k, ay(«T) and 6-1)

2

s Initialization: Randomly generate 619, ... %0 and mixing coefficients
ago), e ,a,(co).

afort=1,---,T do

5 E-step:

6 Sample N linear extensions for each partial order using e.g. Algorithm 5

(GRIM-MCMC) or Algorithm 6 (Gibbs);
7 V1 <j<n,1<r <k, compute wﬁ) using (3.3).
8 M-step:

w!?) -
9 For all 1 < r <k, update o) = L% and compute ") using the LSR

algorithm by [25]. '

10 end

Formally, let z;, denote the membership indicator where z;, = 1 means the linear order
R; belongs to the rth component. Let w;, denote the weight of ranking R?; in rth component.

For all j, we have Y w;, = 1. Given last iteration estimate (a*~Y, gut=1 ,0_)(’“”5*1)), each
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A A AN

first second (t-1)-th t-th
vacancy  vacancy vacancy vacancy

Figure 3.2: Definition and labeling of vacancies.

linear order R; is clustered to each component by the following equation

Pr(R;|6) . oY

) _ _ plrt—1)\ __
w;! = Pr(z;, = 1|R;,0 )= — . (3.3)
’ o Do Pr(y{ee) ol
In the case of kK = 1, the membership computation is redundant.
w!t)
In the M-step, we update the mixing coefficients by ol = Zi% and the parameters

n

of all components (5(1), e ,g(k)) using the LSR algorithm proposed by [25]. The algorithm

is formally shown as Algorithm 3.

3.4 Sampling Linear Extensions According to PL

In the section, we introduce two efficient algorithms to sample linear extensions of a

partial order under PL, which are used in step 6 of Algorithm 3.
3.4.1 The GRIM-MCMC Sampler for Plackett-Luce

We extend the GRIM-based algorithm by [39] to Plackett-Luce model. Repeated inser-
tion model (RIM) [53] is a polynomial-time tool applicable to exactly sample from Plackett-
Luce model (given an empty partial order). Then, we generalize the Plackett-Luce RIM to

an approximate sampler for linear extensions given an arbitrary partial order.

GRIM for Plackett-Luce Model. We first present the PL. RIM sampler as the building
block of GRIM. RIM samples a linear order by inserting alternatives one by one to the
temporary ranking until the ranking is complete, where the order of insertions is arbitrary.

W.lo.g., we use the order from ¢ to ¢, throughout this section. Let R®") = [cg_l) e

cﬁffl)] denote the temporary ranking over alternatives cq,--- ,¢,_1. Let the i-th vacancy of
this ranking as the i-th possible position for ¢; to be inserted (shown in Figure 3.2), we define

conditional insertion probabilities for PL RIM as:

X . PI‘PL(R(t)l (91;"' 7015))
ROB(RED) " Prpg (RED[ (01, ,0,-1))

PrRIM (R(t)’ R(til)) (34)
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The condition in indicator function 1 eBxt(R(-D) guarantees ¢; is inserted to one of the
vacancies of R“~Y. Due to the space limit, we only present the generalized version of RIM

in Algorithm 4, which will reduce to RIM if letting input V' be 0.
Theorem 3. PL RIM is an exact sampler for Plackett-Luce model that runs in O(m?) time.

Proof. We first prove the correctness of PL RIM. Slightly abusing the notation, we let R®
be the temporary ranking over ¢y, - - - , ¢; following the same order as full ranking R. It’s easy
to check that R € Ext (R"Y) and R = R™. Thus, for Plackett-Luce RIM defined above,
we have, Prppy (R|0) = Prm (RO|R™ V) x -+ x Prgpg (RP|RW) x Prypy (RY) =
Prpy, (R|6).

We now analyze the complexity of calculating all insertion probabilities at the ¢-th
insertion step. Instead of directly calculating (3.4) from (3.1), we use the following iterative

(

formula to calculate Prgrmy <R§”‘R(t*1)) from Prrmv (R QI‘R(I‘/*U):

t—1
0 (t—1)

> t—1

i=i-1 Az(' )

N\ —1 -1

Prriv ( R

(2

Prriv <R§t,)1

R(t—l))

It is noteworthy that Agt_l) and Bi(t_l) can be calculated through the iterative formulas
Agtfl) = Agi}l) + 6% and B; = Ag;l) + 6;. The 2-level iteration process gives a O(t)
approach to calculate all needed probabilities and Theorem 3 follows by combining all m

insertion steps. O

Algorithm 4: Plackett-Luce GRIM

1 Input: Partial order V, Plackett-Luce parameters 6 = (01, ,0m) (0
corresponds to alternative ¢;).
Initialization: Set R") = [¢;] as initialized ranking.
fort=2;t<mdo
Insert alternative ¢, to R~ = [cy(fl_l) e ng )]’s ith vacancy
(1 <4 <t) with probability calculated by (3.5).
5 end
return R™).

W N

'y

(=]

Now we are ready to propose PLL GRIM, which samples linear extensions of any given

partial order, where in each step we only insert the current alternative to vacancies consistent
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with the partial order. We define the GRIM insertion probability by

(t) .
I%GMM<R@‘301»;EHM”QMWW, Pres (R (61+-.00) (35)
Z Zyge-ng Prep (RED[(O1, -, 0,4))
where
t PI'pL (Rz(t) (61’... 79t)>
Zype-1§ = Zl ﬂREt)eExt(V) " Prpg, (RED[(6y,-- ,6,_1)) (3.6)

is the normalization factor. Formally, GRIM procedure is shown in Algorithm 4 (note again

its fourth-step used (3.5) and thus used the information from V).

Theorem 4. PL GRIM (Algorithm /) runs in O(m?) time, and the probability of outputting
full ranking R is Pr grmm (R ‘ g, V) — _lresavy | pp. (R ‘ 5) .
| vy ZV,R(t>,§

Table 3.1: Example of GRIM (probability columns show conditional
probabilities on given rankings).

Insert ¢y, co Insert cs
Ranking Pr Ranking Pr
cL»>¢c3>c¢cy | 3/D
o | =1 /
C1 > Co > C3 2/5
Co ™ C1 H%:g Co > C1 ™ C3 1

The distribution of P GRIM is not always exactly the distribution in (3.2) (See
Example 2).

Example 2. Consider the Plackett-Luce model over C = {c1,co,c3}, partial order V. =
{ler = ¢s]} and parameter 6 = (1/6,2/6,3/6), the process of GRIM is shown in Table 3.1.
The comparison between GRIM and Placket-Luce model is shown in Table 3.2.

Table 3.2: Compare the distributions between GRIM and PL.

C1 > C3 > Co

C1 > Co > C3

Co > C1 > C3

Prgriv

1/5

2/15

2/3

Pr PL

275

4/15

1/3

Even though GRIM is not a precise sampler for Plackett-Luce model, it provides us

a good proposal distribution on linear extensions for Metropolis—Hastings algorithm [54],
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[55], which is an MCMC algorithm that tunes a proposal distribution to the target distribu-
tion. It works as follows. For each state § we first generate a candidate next state v from a
proposal distribution P(-) (slightly abusing this notation). Then, let the next state to be ~
with probability min {1, w}, otherwise the next state remains 3, where P(+) is the

P(B)P(~16)
(probability of) target distribution.

GRIM-MCMC. In this section, we present the Markov Chain Mp;, used to tune PL
GRIM in Algorithm 5. In each step of Mpy,, we first use Algorithm 4 to generate a full
ranking 7, which is a linear extension of preference V. Then, let § = ~ with probability

min { Prec(118) . Prormu(519) , 1} or remain the next ranking as the current ranking 5 otherwise.

Prpn(8l0)  Prermv(v]6)

Algorithm 5: Tuned Plackett-Luce GRIM by Markov Chain Mpp,

1 Input: Plackett-Luce parameters 0= (61, ,0), partial order V; and number of
iteration V.

2 Initialization: Generate an linear extension 3 over alternative set £S; by
Algorithm 4.

3 forn=1;n<N do

Generate another linear extension v using parameters 0 over alternative set

4
ES; using Algorithm 4.
: e : PrpL(7]0) . Proriv(8l0) _

5 With probability min { e (B8 Prammyl®)’ 1}, let B = 1.
6 end
7 Insert all remaining alternatives in C \ £S; to  using Algorithm 4.
8 return R.

Before analyzing the mixing time of Mpp, we first show the probability ?ng“lg .

T'pPL

—

Prarma(B9) 1504 in step 5 of Algorithm 4 can be easily computed after GRIM sampling in

Prarmv(710)
the following Proposition.

PI"PL(’Y‘GZ) . PI“GRIM(/3|:
Prpr(B810)  Prorm(v]0

Proposition 1.
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Proof. By Theorem 4, we have,

Prpr, (7) - Prgriv(B)
Prpr (B) - Prarmv(7)

1 o
Lyenx 7 _lgemav) | py 7v
%‘;(W - Prpp, (7]0,V) w1 Zy s 5 pL (810,V)

Leeme) ppp (10 V) SR Py (4]0, V)

v t=1 2y (0§

m—1

2y §
)

AL

t=

where all normalization factors, Z, ;) g and Zy, ) 5 are already calculated in GRIM process.

O

We now prove that the mixing time of Mpy, is exponentially upper bounded for a large
class of profiles, called layered-structure profiles, defined as follows. Intuitively, alternatives
in such a partial order can be partitioned into multiple layers, such that each layer contains
alternatives among which no comparisons are available, and there is a linear order over
layers such that alternatives in a high-ranked layer is always preferred to alternatives in a

low-ranked layer.

Definition 4 (Layered-Structure Preferences). We call agent j’s preference is layered-
structured if and only if there exist non-overlapping sets of alternatives Cy,--- ,C; such that:
1° For any " € [l] and any two alternatives ¢;,, ¢;, € Cy, no preference between ¢;,, ¢;, are
gwen by agent j.

2° For any two alternatives c;, € C;, and c;, € Cy,, ¢;, =, ¢i, if and only if [y <.

3° Urep Cr = 5Sj.

Theorem 5. For layered-structured preferences, the mizing time of Markov Chain Mpy, is

O™ Inet), where g = X% ynd s = |ES,].

min;e (] 0

Proof. Since the proposal state ~ is independent to current state 3, we have the following

Lemma:

Lemma 5. [Example 2 of [56]] The mizing time of Mpr, is O (SmaxIn€™t), where Spay =

Pr pr,(76)

max : )_.
V€ Bzt (Vi) Prarimv(v|9)

Armed with Lemma 5, we only need to provide an upper bound of sp.x (shown in

Lemma 6).
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Pr py (716, < 77m"2

Lemma 6. For any layer-structured preference V', Spmax = MaXycguy(v;) F’G—(vlt)%
TGRIM

Proof. We use my to denote the number of alternatives in C and we define

. . Prpy, (7] ﬁ)
Smin = min ———————
’YEEXt(Vi) PrGRIM (fy|9)

9

which is similar to Syi,. Since Spax and Sy, are defined as the maximum (minimum) ratio
between the probabilities of GRIM and Plackett-Luce, we have sy.x > 1 > Spmin. According

to Proposition 1, we have,

s m—1 Z o 7
Smax < —= = max VAo (3.7)

Smin  1AER(V) \ 1T Ly g

Inequality (3.7) reduce the problem to bounding GRIM normalization factors. Next, we will
focus on layer-structure preferences and show the their normalization factors are bounded
as:

Z

- 1 t<m
VoA t=1) 1
Y :9 <

< , (3.8)
Zv,gu_n,g* nt t>m

where 7, 5 € Ext(V) are two extensions of V.

W.lo.g., we let the insertion order in GRIM follow the same order of C; — --- — C;.
Recalling the justification of RIM algorithm, we know GRIM is a perfect sampler on C; since
all alternatives in C; can be inserted to any vacancies and the case of ¢t < m; follows.

Recalling the definition of ZV’y(t*U > alternative ¢, € Cp’s normalization factor va,m 7

Pren (“’z‘(t) (01,15 01,my 0y 10 791’,t7(m1+~»+mu_1>))

. t
is > iy 1%@) eBxt(y0-1) ) , where 0; ; represent

t
Prpg, ('Yz( )‘(91,1,"- 1m0 100 o (g ey )—1)

the j-th inserted alternative in Cj. Since all alternatives in Cp are strictly less preferred to

alternatives in C1,---,Cy_q, only the last t — Eie[l,_u m; vacancies are allowed by linear
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extension condition, and we have,

ZV,W‘” 0

t PrPL < (01 1,°° ael,mla T ael’,h 01/ (mi+-+my_ 1)))

i=m1 PI‘PL ( ‘ (01 1" 791,m17 e 761',17 Ql/ (mi+- Ay 1)—1))

ZiG[l’—l] mq

0., = 0
_ %), e
=\ 1l 0, +Z V0 11 St |

j=1 Gy i'=j Vv

where v; denote the j—th ranked alternative in 71 Doing the same deviation to ranking

1 and combine it with the result of ~, for any alternative ¢, € Cy we have,

A

V=1 g
Zy -1 g
Zi r_q) My _ _
B G[ZH1] Qt + Z /7‘7 0,8/ ﬁ Zf/:l‘] 061,
- N, -1, |- ~—t-1 5
J=1 O+ Z /_] I=1H e —ay Zi':j 9%’
Diew -1 ™i —
< T emax ﬁ emax < t
o ! emin . emin =1
J=1 I=142 e —ay
Lemma 6 follows by combining (3.8) and (3.7). O
Theorem 5 follows by applying Lemma 6 to Lemma 5. 0]

3.4.2 The Gibbs Sampler for Plackett-Luce Model

We first introduce one exact Plackett-Luce sampler for full rankings using random
utility interpretation (Theorem 6). It is noteworthy that the complexity of this sampler is
O(m) (or equivalently, the complexity of one Gibbs iteration in Algorithm 6 is O(m*)).

Theorem 6. [51, Theorem 5] For sample space S = L(C) and parameters §=6-,0n),
Plackett-Luce sampling is equivalent to sample from Gumbel distributions whose cumulative

distribution functions (CDFs) are e %"

Our Gibbs Plackett-Luce sampler given arbitrary partial orders (Algorithm 6) is based
on the PL sampler introduced above and the Gibbs sampler by [41]. We let [;; = 1 (or [, = 0)
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Algorithm 6: Gibbs Plackett-Luce Sampler

1 Input: Plackett-Luce parameter 0= (61, -+ ,0,), partial order V; and number of
iterations V.
2 Initialization: Arbitrarily set an 1 x m array of utilities u = (u1, -+, u,,) and set

of inserted alternatives S = ().
s forn=1;n<N do
4 for ¢, € £S5, do
5 Calculate Iy = minep, e %™ where U; = {i | (¢; € S) A[ei =; ] € V1.
6 Calculate I, = max;er, e %" where L; = {i | (¢; € S) A [ex =, ;] € V.
7 Uniformly generate a random number r from interval

(max{0, !}, min{1,ly}).

8 Let uy = —In(—Inr 4+ In6;) and add ¢; to S.

9 end
10 end
11 Sample the remaining alternatives’ utilities according to Theorem 6.
12 Sort the utilities (u, - ,u,;,) to get the linear order R.

13 return K.

when U; = () (or L; = (). We note that the sampler shown in Algorithm 6 is applicable to
any Random Utility Models with given CDF on utility distributions.

Remark for Gibbs Sampler Bounding the mixing time of Gibbs sampler for arbitrary
(truncated) distribution is still an open question. Moreover, the mixing time of Algorithm 6 is
even harder to bound because it focuses on the distribution over rankings instead of utilities.
Nevertheless, Gibbs sampler might be a fast algorithm in experiments (or, averaged case)

because it takes the advantage of lower complexity per iteration.

3.5 Experiments

We illustrate the performances of our algorithms on both synthetic data and real-world
data. We note that there is no existing algorithm for learning Plackett-Luce model and its
mixtures from general partial orders without discarding any information. All experiments
with recorded runtime were run on an Ubuntu Linux server with Intel Xeon E5 v3 CPUs

each clocked at 3.50 GHz.
3.5.1 Experiments on Synthetic Data

Learning the Plackett-Luce Model from Partial Orders. We first generated linear
orders from the Plackett-Luce model over 10 alternatives. The ground truth parameters

g = (61,...,0,) were generated uniformly at random and normalized s.t. > " 6; = 1.
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Figure 3.3: MSE of the proposed EM algorithms for a single Plackett-Luce
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Figure 3.4: Runtime (in seconds) of the proposed EM algorithms for a single
Plackett-Luce model. Note ILSR-Linear Orders is not applicable to
arbitrary partial preferences.

The linear orders were sampled by Definition 2. Then we sampled partial orders in the
following way. We fixed p = 0.5. Given any linear order, we sampled from all M pairwise
comparisons by keeping each pairwise comparison with probability p independently. The
sampled partial order is then converted to its transitive closure. In average, below 75% of
all pairwise comparisons were sampled. We ran our proposed EM algorithms with GRIM-

MCMC and Gibbs samplers respectively, denoted by “ELSR-GRIM-MCMC” and “ELSR-
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Gibbs”. Two linear extensions were sampled for each partial order. We use five EM iterations
for each algorithm. Values were averaged over 2000 trials. To show the statistical efficiency
of our algorithms, we also learned from linear orders (which are assumed to be unobservable)
using the ILSR algorithm (denoted by “ILSR-Linear Order”) by [25], which is the iterative
LSR. Results are shown in Figures 3.3 and 3.4. Observations. Both statistical efficiency
and computational efficiency of the algorithm with Gibbs sampler are slightly better than
that with GRIM sampler. The statistical efficiency of both our algorithms are close to ILSR,

which learns from supposedly unobservable linear orders.
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Figure 3.5: MSE of the proposed EM algorithms for mixtures of 3
Plackett-Luce models.

Learning Mixtures of Plackett-Luce Models. The setup is similar to the previous
experiments. We generated the ground truth parameters for 3-PL over 6 alternatives by
generating the mixing coefficients and the parameter of each component uniformly at random

m 9(7“)

and normalizing s.t. Zle a, =landforallr,) " 6" = 1. Then we sampled partial orders
using exactly the same way with a fixed p = 0.5. On average, below 65% of all pairwise
comparisons were sampled due to fewer alternatives. 6 linear extensions were generated
from each partial order. We use five EM iterations for each algorithm. Values were averaged
over 2000 trials. Observations. From Figures 3.5 and 3.6 we observe that our algorithm
with Gibbs sampler is more computationally efficient than that with GRIM-MCMC sampler.
Again, both algorithms have similar statistical efficiency “ELSR-Linear Order”, which learns

from supposedly unobservable linear orders.
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Figure 3.6: Runtime (in seconds) of the proposed EM algorithms for mixtures
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Figure 3.7: Log-likelihood of sushi test data as k increases when a k-PL is
learned from the training data. Values were averaged over 100 trials.

3.5.2 Experiments on Real-World Data

The sushi data from Preflib [57] consists of 5000 linear orders of 10 types of sushi. We

randomly split this dataset into training data (3500 linear orders) and test data (1500 partial

orders). To generate partial orders, we sample pairwise comparisons with p = 0.2,0.4,0.6, 0.8, 1

and learn a k-PL from the partial orders using the proposed E-LSR algorithm with Gibbs

sampler, where k ranges from 1 to 5. We measure the fitness of a k-PL using the likelihood
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of the test data given the learned parameter. Results are shown in Figure 3.7.
Observations. We observe that when p increases, the learning outcome fits the test

data better. For k£ < 5, k-PL fits the test data better as k increases.

3.6 Conclusions and Future Work

We propose an EM-based framework with two samplers for learning Plackett-Luce
model and its mixtures from partial orders. We demonstrate the efficiency of our algorithms
with experiments on both synthetic datasets and real-world data and conclude that Gibbs
sampler outperforms GRIM-MCMC. For future work we plan to explore faster algorithms
to sample linear extensions from partial orders or other approaches to learn mixtures of

Plackett-Luce models, as well as other mixture models.



CHAPTER 4
SMOOTHED DIFFERENTIAL PRIVACY

4.1 Introduction

Differential privacy (DP), a de facto measure of privacy in academia and industry,
is often achieved by adding external noises to published information [58]. However, external
noises are procedurally or practically unacceptable in many real-world applications. For
example, presidential elections often require a deterministic rule to be used [59]. In such

cases, though, internal noise often exists, as shown in the following example.

Example 3 (Election with Internal Noise). Due to COVID-19, many voters in the
2020 US presidential election chose to submit their votes by mail. Unfortunately, it was
estimated that the US postal service might have lost up to 300,000 mail-in ballots (0.2% of
all votes) [60]. For the purpose of illustration, suppose these votes are distributed uniformly

at random, and the histogram of votes is announced after the election day.

A critical public concern about elections is: should publishing the histogram of votes be
viewed as a significant threat to privacy? Notice that with internal noise such as in Example 3,

2 can be viewed as a randomized mechanism, formally

the (sampling) histogram mechanism
called sampling-histogram in this chapter. The same question can be asked about publishing
the winner under a deterministic voting rule, where the input is sampled from the real votes.

If we apply DP to answer this question, we would then conclude that publishing the
histogram can poses a significant threat to privacy, as the privacy parameter 6 ~ 1 (See
Section 4.2 for the formal definition) in the following worst-case scenario: all except one vote
are for the Republican candidate, and there is one vote for the Democratic candidate. Notice
that 6 ~ 1 is much worse than the threshold for private mechanisms, § = o(1/n) (n is the
number of agents). Moreover, using the adversary’s utility as the measure of privacy loss
(see Section 4.2 for the formal definition), in this (worst) case, the privacy loss is large (= 1,

see Section 4.2 for the formal definition of utility), which means the adversary can make

accurate predictions about every agent’s preferences.

Portions of this chapter have previously appeared as: A. Liu, Y. Wang, and L. Xia. “Smoothed differential
privacy.” 2021, arXiv:2107.01559.
2Throughout this chapter, the sampling process is always treated as one step inside of the mechanism.

38
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However, DP does not tell us whether publishing the histogram poses a significant
threat to privacy in general. In particular, the worst-case scenario described in the previous
paragraph never happened even approximately in the modern history of US presidential
elections. In fact, no candidates get more than 70% of the votes since 1920 [61], when the
progressive party dissolved.

It turns out the privacy loss (measured by the adversary’s utility) may not be as high as
measured by DP. To see this, suppose 0.2% of the votes were randomly lost in the presidential
elections of each year since 1920 (in light of Example 3), we present the adversary’s utility
of predicting the unknown votes in Figure 4.1. It can be seen that the adversary has very
limited utility (at the order of 10732 to 10~%, which is always smaller than the threshold of
private mechanisms n!), meaning that the adversary cannot learn much from the published
histogram of votes. We also observe an interesting decreasing trend in 9, which implies that
the elections become more private in more recent years. This is primarily due to the growth
of voting population, which is exponentially related to the adversary’s utility (Theorem 8).
In Appendix B.1, we show that the elections are still private when only 0.01% of votes got

lost.

As another example, for deep neural networks (DNNs), even adding slight noise can lead
to dramatic decreases in the prediction accuracy, especially when predicting underrepresented
classes [62]. Internal noises also widely exist in machine learning, for example, in the standard

practice of cross-validation as well as in training (e.g., batch-sampling when training DNNs).
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Figure 4.1: The privacy loss in US presidential elections. The lower ¢ is, the
more private the election is. The rigid definition of adversaries’
utility can be found in Equation (B.4) of Appendix B.4.

As shown in these examples, the worst-case privacy according to DP might be too loose
to serve as a practical measure for evaluating and comparing mechanisms without external

noises in real-world applications. This motivates us to ask the following question.

How can we measure privacy for mechanisms

without external noise under realistic models?

The choice of model is critical and highly challenging. A model based on worst-case
analysis (such as in DP) provides upper bounds on privacy loss, but as we have seen in
Figure 4.1, in some situations, such upper bounds are too loose to be informative in practice.
This is similar to the runtime analysis of an algorithm—an algorithm with exponential
worst-case runtime, such as the simplex algorithm, can be faster than some algorithms with
polynomial runtime in practice.

Average-case analysis is a natural choice of the model, but since “all models are
wrong’ [63], any privacy measure designed for a certain distribution over data may not work
well for other distributions. Moreover, ideally, the new measure should satisfy the desirable
properties that played a central role behind the success of DP, including composability and
robustness to post-processing. These properties make it easier for the mechanism designers
to figure out the privacy level of mechanisms. Unfortunately, we are not aware of a measure

based on average-case analysis that has these properties.
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We believe that the smoothed analysis [64] provides a promising framework for ad-
dressing this question. Smoothed analysis is an extension and combination of worst-case and
average-case analyses that inherits the advantages of both. It measures the expected per-
formance of algorithms under slight random perturbations of worst-case inputs. Compared
with the average-case analysis, the assumptions of the smoothed analysis are much more
natural. Compared with the worst-case analysis, the smoothed analysis can better describe
the real-world performance of algorithms. For example, it successfully explained why the
simplex algorithm is faster than some polynomial algorithms in practice.

Our Contributions. The main merit of this chapter is a new notion of privacy for
mechanisms without external noises, called smoothed differential privacy (smoothed DP for
short), which applies smoothed analysis to the privacy parameter 6(z) (Definition 6) as a
function of the database x. In our model, the “ground truth” distribution of agents is from
a set of distributions Il over data points, on top of which the nature adds random noises.

Formally, the “smoothed” §(x) is defined as
dspp = maxz (Epz [0(2)]), (4.1)

where © ~ T = (m, -+ ,7,) € II" means that for every 1 < i < n, the i-th entry in
the database independently follows the distribution 7;. We note that II is a parameter for
smoothed analysis, not for the mechanisms M. At a high level, we compare the smoothed

DP notion and other DP(-like) notions in Table 4.1.

Table 4.1: The comparison between smoothed DP and other privacy notions.

Notions database x output S adjacent database x’
Smoothed DP smoothed
(this chapter) analysis
DP [65] worst-case analysis
Gaussian DP or f-DP )
6] worst-case analysis
Rényi DP [67] Worst—ce}se average-case analysis
Concentrated DP analysis (weighted by Rényi divergence
[68], [69] or sub-Gaussian divergence)
Bayesian DP [70] less informative
Random DP [71] less informative worst-case analysis adversary
Distributional DP [72] adversary worst-case analysis

Theoretically, we prove that smoothed DP satisfies many desirable properties, includ-
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ing two properties also satisfied by the standard DP: robustness to post-processing (Propo-
sition 2) and composability (Proposition 3). In addition, we prove two unique properties
for smoothed DP, called pre-processing (Proposition 4) and distribution reduction (Proposi-
tion 5),which makes it easier for the mechanism designer to figure out the privacy level when
the set of distributions II is hard to estimate. Using smoothed DP, we found that many
discrete mechanisms without external noise (and with small internal noise) are significantly
more private than those guaranteed by DP. For example, the sampling-histogram mechanism
in Example 3 has an exponentially small dspp (Theorem 8), which implies that the mech-
anism protects voters’ privacy in elections—and this is in accordance with the observation
on US election data in Figure 4.1. We also note that the sampling-histogram mechanism
is widely used in machine learning (e.g., the SGD in quantized DNNs). In comparison,
smoothed DP implies a similar privacy level as the standard DP in many continuous mech-
anisms. We proved that smoothed DP and the standard DP have the same privacy level for
the widely-used sampling-average mechanism when the inputs are continuous (Theorem 9).

Experimentally, we numerically evaluate the privacy level of the sampling-histogram
mechanism using US presidential election data. Simulation results show an exponentially
small dspp, which is in accordance with our Theorem 8. Our second experiment shows that
a one-step stochastic gradient descent (SGD) in quantized DNNs [73], [74] also has an expo-
nentially small dgpp. This result implies that SGD with gradient quantization can already
be private in practice, without adding any external noise. In comparison, the standard DP
notion always requires extra (external) noise to make the network private at the cost of a
significant reduction in accuracy.

Related Work and Discussions. There is a large body of literature on the theory
and practice of DP and its extensions. We believe that the smoothed DP introduced in this
chapter is novel. To the best of our knowledge, none of the literature has proposed any DP-
like notions for the mechanism without external noises. A notable exception is distributional
DP [72], which considers a less informative adversary to provide a privacy measure for
deterministic mechanisms. However, since distribution DP does not require any randomness
in the mechanism, its privacy guarantee is much weaker than other DP-like notions. Rényi
DP [67], Gaussian DP [66] and Concentrated DP [68], [69] target to provide tighter privacy
bounds for the adaptive mechanisms. Those three notions generalized the (e,d) measure

of distance between distributions to other divergence measures. Bayesian DP [70] tries to
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provide an “affordable” measure of privacy that requires less external noise than DP. With
similar objectives, Bun and Steinke [75] add noises according to the average sensitivity
instead of the worst-case sensitivity required by DP. However, external noises are required in
[75] and [70]. Random DP [71] combines the high-level idea of distributional DP and Bayesian
DP, which considers randomness in both the database x and its neighboring database x’.

The smoothed analysis [76] is a widely-accepted analysis tool in mathematical pro-
gramming, machine learning [77]-[79], computational social choice [80]-[83], and other top-
ics [84]-[86]. Lastly, we note that smoothed DP is very different from the smooth sensitivity
framework [87]. The latter is an algorithmic tool that smooths the changes of the noise level
across neighboring databases (and achieves the standard DP), while we use smoothing as a
theoretical tool to analyze the intrinsic privacy properties of non-randomized algorithms in
practice.

Appendix B.2 discusses the related works in the field of quantized neural networks.

4.2 Differential Privacy and Its Interpretations

In this chapter, we use n to denote the number of records (entries) in a database
r € X", where X denotes all possible values for a single entry. n also represents the number
of agents when one individual can only contribute one record. Let ||z — 2'||; denote the
number of different records (the ¢; distance) between database xz and a’. We say that two

databases are neighboring, if they contain no more than one different entry.

Definition 5 (Differential privacy). Let M denote a randomized algorithm and S be
a subset of the image space of M. M is said to be (e,d)-differentially private for some
€>0,0 >0, if for any S and any pair of inputs x and &’ such that ||x — 2'||; <1,

Pr[M(z) € ] < e Pr[M(2') € S] + 9, (4.2)

Notice that the randomness comes from the mechanism M in the worst case x.

DP guarantees immunity to many kinds of attacks (e.g., linkage attacks [88] and recon-
struction attacks [58]). Take reconstruction attacks for example, the adversary has access to
a subset of the database (such information may come from public databases, social media,
etc.). In an extreme situation, an adversary knows all but one agent’s records. To protect

the data of every single agent, DP uses 6 = o(1/n) as a common requirement of private
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mechanisms [58, p. 18]. To meet this requirement, a private mechanism (under DP notion)
usually® need to include external noises (e.g., Gaussian noise, Laplacian noise, and the noise,
which usually is discrete, in exponential mechanisms). Next, we recall two common inter-
pretations/justifications on how DP helps protect privacy even in the extreme situation of
reconstruction attacks.

Justification 1: DP guarantees the prediction of adversaries cannot be too
accurate [90], [91]. Assume that the adversary knows all entries except the i-th. Let
x_; denote the database z with its ¢-th entry removed. With the information provided by
the output M(x), the adversary can infer the missing entry by testing the following two
hypotheses:

Ho: The missing entry is X (or equivalently, the database is x = x_; U {X}).
H1: The missing entry is X’ (or equivalently, the database is 2/ = z_; U {X'}).

Suppose that after observing the output of M, the adversary uses a rejection region
rule for hypothesis testing*, where H, is rejected if and only if the output is in the rejection
region §. For any fixed §, the decision rule can be wrong in two possible ways, false positive
(Type I error) and false negative (Type II error). Thus, the Type I error rate is Errorj(x) =
PriM(z) € §]. Similarly, the Type II error rate is Errory(z’) = Pr[M(2') ¢ S] = 1 —
Pr[M(z") € S]. According to the definition of DP, for any neighboring x and 2/, the adversary

always has

e - Errory(x) + Erroryg(2') > 1 -6 and € - Errory(z') + Errory(z) > 1 — 9, (4.3)

which implies that Error;(z) and Errory(z’) cannot be small at the same time. When € and
d are both small, both Error; and Error;; becomes close to 0.5 (the error rates of random
guess), which means that the adversary cannot get much information from the output of M.

Justification 2: With probability at least 1-29, M is insensitive to the change
of one record [58].

In more detail, (e,d)-DP guarantees the distribution of M’s output will not change signifi-

3Some differentially private mechanisms such as “stability-based query release” appear to not require
external noise with high probability if the local sensitivity is 0 for the input database and for all other
databases that differ by at most In(1/4)/e data points [89] . Note that in our case (such as the motivating
example), the local sensitivity is not 0. Also, the “stability-based” methods still need randomization (though
not adding noise).

4The adversary can use any decision rule, and the rejection region rule is adopted just for example.
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cantly when one record changes. Here, “change” corresponds to add, remove or replace one
record of the database. Mathematically, [58, p. 18] showed that given any pair of neighboring

databases x and 2,

—€

PriM(@) =al _ o] 5195 (4.4)

PeM | B = dl

where the probability ° is taken over a (the output of M). The above inequality shows that
the change of one record cannot make an output significantly more likely or significantly
less likely (with at least 1 — 26 probability). Dwork [58, p. 25] also claimed that the above
formula guarantees that the adversary cannot learn too much information about any single

record of the database through observing the output of M.

4.3 Smoothed Differential Privacy

Recall that DP is based on the worst-case analysis over all possible databases. However,
as shown in Exampe 3 and Figure 4.1, the worst-case nature of DP sometimes leads to an
overly pessimistic measure of privacy loss, which may bring unnecessary external noise in
the hope of improved privacy but at the cost of accuracy. In this section, we introduce
smoothed DP, which applies the smoothed analysis to the privacy parameter d(x), and prove
its desirable properties. Due to the space constraint, all proofs of this section can be found

in Appendix B.5.
4.3.1 The Database-Wise Privacy Parameter
We first introduce the database-wise parameter . a¢(x), which measures the privacy

leakage of mechanism M when its input is x.

Definition 6 (Database-wise privacy parameter 6. am(z)). Let M : X" — A denote a
randomized mechanism. Given any database x € X™ and any € > 0, define the database-wise

privacy parameter as:

Se.m(z) = max <0, max  (dep(z,2)),  max  (dem(, x))), (4.5)

x| |z—a'||1 <1 x| |z—a'|[1 <1

where de (2, 2') = maxg (Pr[M(z) € S] — e - Pr[M(2)) € §]).

®The probability notion used in [58] is different from the standard definition of probability. See Ap-
pendix B.3 for formal descriptions.
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In words, d¢ pm(x) is the minimum 6 values, such that the (¢, §)-DP requirement on M
(Inequality (4.2)) holds at neighboring pairs (z,2') and (2/, ). In Lemma 13, we will show
that de m(x, 2") measures the utility of the adversary.

DP as the worst-case analysis of ., a¢(x). In the next theorem, we show that the

privacy measure based on the worst-case analysis of d. o is equivalent to the standard DP.

Theorem 7 (DP in 0 aq(x)). Mechanism M : X" — A is (€, 0)-differentially private if
and only if,
max (56,/\4(3:)) <.

TEX™

4.3.2 Formal Definition of Smoothed DP

With the database-wise privacy parameter o, a¢(z) defined in the last subsection, we
now formally define smoothed DP, where the worst-case “ground truth” distribution of every
agent is allowed to be any distribution from a set II, on top of which Nature adds random
noises to generate the database. We would like to note again that II is a parameter for

smoothed analysis, not for the mechanisms M.

Definition 7 (Smoothed DP). Let 11 be a set of distributions over X. We say M : X™ — A
is (€, 8, 11)-smoothed differentially private if,

maxzern (Eonz [0e m(7)]) <6, (4.6)

where x ~ T = (m, -+ ,m,) means that for every i € {1,--- n}, the i-th entry in the

database follows ;.

Like DP, smoothed DP bounds privacy leakage (in an arguably more realistic setting),
via the following two justifications that are similar to the two common justifications of DP
in Section 4.2.

Justification 1: Smoothed DP guarantees the prediction of the adversary
cannot be too accurate. Mathematically, a (e, 0, [I)-smoothed DP mechanism M guar-
antees

e - max ( [Error(z)] ) + max ( E _[Errory(z')] )>1-¢ and

Tell” © ¢

4
=
S
m
=
E
8
4
3

e max ( E [Errory(z’)]) + max ( E

Tell” © pni Tell” * g
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The proof follows after bounding Type I and Type II errors when the input is z by ¢ .

That is, for a fixed database x, it is not hard to verify

e - Errory(z) + Errorp(z') > 1 — Hmagﬁ (dem(z,2')) and
x':||le—x'|[1 <1
: (4.8)
e - Errory(z') + Errorg(z) > 1 — Hma>‘<| (dep(2, 7))
z':||e—2'||1 <1
Then, by the definition 6. r(z), we have,
¢ - Errory(z) + Errory(z') > 1 — d. pm(x)  and (19)

¢ - Errory(2') + Errory(z) > 1 — 6 m(2),

which means that Error; and Error;p cannot be small at the same time when the database
is . It follows that the smoothed DP, which is a smoothed analysis of d. »¢, can bound the
smoothed Type I and Type II errors.

Justification 2: A smoothed DP M is insensitive to the change of one record
with at least 1-2§ probability. Mathematically, a (¢, §, IT)-smoothed DP mechanism M

guarantees

(2 [P < ) on o

The proof is, again, done through analyzing o, r¢(z). More precisely, given any mechanism

M, any € € R, and any pair of neighboring databases x,z’, we have

al

PraNM(x) |:6_6 < PI"[M(.CE)

- Pr[,/\/l(x’) = 66] >1- 266,M($)- (4.11)

al
The formal claim can be found in Lemma 12 in Appendix B.3.

As smoothed DP replaces the worst-case analysis with smoothed analysis, we also view
d = o(1/n) as a requirement for private mechanisms for smoothed DP. In addition to the
two justifications above, Appendix B.4 justifies the notion of smoothed DP under the view
of “adversarial utilities”. At a high-level, § parameter of smoothed DP tightly bounds the

adversary’s utility in Bayesian predictions under realistic settings.
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4.4 Properties of Smoothed DP

First, we present four properties of smoothed DP and discuss how they can help mech-
anism designers figure out the smoothed DP level of mechanisms. We first present the ro-
bustness to post-processing property, which says no function can make a mechanism less
private without adding extra knowledge about the database. The post-processing property
of smoothed DP can be used to upper bound the privacy level of many mechanisms. With
it, we know private data preprocessing can guarantee the privacy of the whole mechanism.
Then, the rest of the mechanisms can be arbitrarily designed. The proof of all four properties

of the smoothed DP can be found in Appendix B.6.

Proposition 2 (Post-processing). Let M : X — A be a (e, 6,11)-smoothed DP mech-
anism. For any f : A — A’ (which can also be randomized), fo M : X" — A is also
(€,9,I1)-smoothed DP.

Then, we introduce the composition theorem for the smoothed DP, which bounds the
smoothed DP property of databases when two or more mechanisms publish their outputs

about the same database.

Proposition 3 (Composition). Let M; : X" — A; be an (€;,9;,11)-smoothed DP mech-
anism for any i € [k]. Define My : X" — [T, A as M (z) = (Mi(z), -, My(z)).
Then, My is (Ele €, Zle i, H) -smoothed DP.

In practice, II might be hard to accurately characterize. The next proposition introduces
the pre-processing property of smoothed DP, which says the distribution of data can be
replaced by the distribution of features (extracted using any deterministic function). For
example, in deep learning, the distribution of data can be replaced by the distribution of
gradients, which is usually much easier to estimate in real-world training processes.

More technically, the pre-processing property guarantees that any deterministic way
of data preprocessing is not harmful to privacy. To simplify notation, we let f(m) be the

distribution of f(X) where X ~ 7. For any set of distributions IT = {7y, , 7}, we let
SA) ={f(m), -, fmm)}-

Proposition 4 (Pre-processing for deterministic functions). Let f : X" — X" be a
deterministic function and M : X" — A be a randomized mechanism. Then, Mof : X" — A
is (€, 6, 11)-smoothed DP if M is (e, 0, f(II))-smoothed DP.
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The following proposition shows that any two sets of distributions with the same convex
hull have the same privacy level under smoothed DP. With this, the mechanism designers
can ignore all inner points and only consider the vertices of the convex hull when calculating

the privacy level of mechanisms. Let CH(II) denote the convex hull of II.

Proposition 5 (Distribution reduction). Given any €,0 € Ry and any I1; and Iy such
that CH(II;) = CH(Ily), an anonymous mechanism M is (¢, 6,11;)-smoothed DP if and only
if M is (e, 6,113)-smoothed DP.

4.5 Smoothed DP as a Measure of Privacy

In this section, we use smoothed DP to measure the privacy of some commonly-used
mechanisms, where the randomness is intrinsic and unavoidable (as opposed to external
noises such as Gaussian or Laplacian noises). Our analysis focuses on two widely-used algo-
rithms where the intrinsic randomness comes from sampling (without replacement). We also
compare the privacy levels of smoothed DP with DP. All missing proofs of this section can

be found in Appendix B.7.
4.5.1 Discrete Mechanisms Are More Private Than What DP Predicts

In this subsection, we study the smoothed DP property of (discrete) sampling-histogram
mechanism (SHM), which is widely used as a pre-possessing step in many real-world appli-
cations like the training of DNNs. As smoothed DP satisfies post-processing (Proposition 2)
and pre-processing (Proposition 3), the smoothed DP property of SHM can upper bound the
smoothed DP of many mechanisms used in practice, which are based on SHM.

SHM first sample 7" data from the database and then output the histogram of the T
samples. Formally, we define the sampling-histogram mechanism in Algorithm 7. Note that

we require all data in the database to be chosen from a finite set X.

Algorithm 7: Sampling-histogram mechanism Mg

1 Inputs: A finite set X', the number of samples T' € Z, and a database
x=A{Xy, -, X,} where X; € X for all i € [n]
2 Randomly sample 7" data from x without replacement. The sampled data are

denoted by Xj ,---, Xj,.

3 Output: The histogram hist(X,,, -, Xj;,)
Smoothed DP of mechanisms based on SHM. The smoothed DP of SHM can be used

to upper bound the smoothed DP of the following three groups of mechanisms/algorithms.
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The first group consists of deterministic voting rules, as presented in the motivating
example in Introduction. The sampling procedure in SHM mimics the votes that got lost.

The second group consists of machine learning algorithms based on randomly-sampled
training data, such as cross-validation. The (random) selection of the training data corre-
sponds to SHM. Notice that many training algorithms are essentially based on the histogram
of the training data (instead of the ordering of data points). Therefore, overall the training
procedure can be viewed as SHM plus a post-processing function (the learning algorithm).
Consequently, the smoothed DP of SHM can be used to upper bound the smoothed DP of
such procedures.

The third group consists of SGD of DNNs with gradient quantization [92], [73], where
the gradients are rounded to 8-bit in order to accelerate the training and inference of DNNs.
The smoothed DP of SHM can be used to bound the privacy leakage in each SGD step of
the DNN, where a batch (subset of the training set) is firstly sampled and the gradient is
the average of the gradients of the sampled data.

DP vs. Smoothed DP for SHM. We are ready to present the main theorem of this
chapter, which indicates that SHM is very private under some mild assumptions. We say
distribution 7 is strictly positive, if there exists a positive constant ¢ such that 7(X) > ¢ for
any X in the support of 7. A set of distributions II is strictly positive is there exists a positive
constant ¢ such that every 7 € II if strictly positive (by ¢). The strictly positive assumption
is often considered mild in elections [80] and discrete machine learning [93], even though it

may not hold for every step of SGD.

Theorem 8 (DP vs. Smoothed DP for Sampling Histogram Mechanism Mpg).
For any My, given any strictly positive set of distribution 11, any finite set X, and any
n, T € Z., we have:

(1) (Smoothed DP) My is (e, exp (— @(@)), H) -smoothed DP for any € > In (-2).°
(17) (Tightness of smoothed DP bound) For any ¢ > 0, there does not exist 6 =
exp(—w(n)) such that My is (e, d,11)-smoothed DP.

227 or any € > 0, there does not exist 0 < o0 < = such that My 1s (e,0)-DP.
ii) (DP) F 0, there d st 0 <6 <L such that My is (e, 6)-DP

This theorem says the privacy leakage is exponentially small under real-world appli-

cation scenarios. In comparison, DP cares too much about the extremely rare cases and

6This exponential upper bound of § is also affected by ¢ and m, where m is the cardinality of X. In
general, a smaller € or a larger m results in a larger . See Appendix B.7.1 for detailed discussions.
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predicts a constant privacy leakage. Also, note that our theorem allows 7" to be at the same
order of n. For example, when setting 7" = 90% x n, SHM is (3, exp(—0(n)), II)-smoothed
DP, which is an acceptable privacy threshold in many real-world applications. Appendix B.8

proves similar bounds for the SHM with replacement.
4.5.2 Continuous Mechanisms Are Similar to What DP Predicts

In this section, we show that the sampling mechanisms with continuous support are
still not privacy-preserving under smoothed DP. The “gap” between discrete and continuous
SHM comes from the fact that SHM becomes less private when |X| increases. See footnote

4 for detailed explanations.

Algorithm 8: Continuous sampling average M 4

1 Inputs: The number of samples 7" and a database = = { X, -+, X,,} where
X, €10,1] for all i € [n]
2 Randomly sample T" data from x without replacement. The sampled data are
denoted as X ,---, X,

s Output: The average T = + > e Xi;

Our result indicates that the neural networks without quantized parameters are not
private without external noise (i.e., the Gaussian or Laplacian noise). We use the sampling-
average (Algorithm 8) algorithm as the standard algorithm for continuous mechanisms. Be-
cause sampling-average can be treated as SHM plus an average step, sampling-average is
non-private also means SHM with continuous support is also non-private according to the

post-processing property of smoothed DP.

Theorem 9 (Smoothed DP for continuous sampling average). For any continuous
sampling average algorithm M 4, given any set of strictly positive” distribution I1 over [0, 1],
any T,n € Z, and any € > 0, there does not exist 0 < § < % such that My is (e, d,11)-
smoothed DP.

4.6 Experiments

Smoothed DP in elections. We use a similar setting as the motivating example,

where 0.2% of the votes are randomly lost. We numerically calculate the § parameter of

"Distribution 7 is strictly positive by c if pr(z) > ¢ for any z in the support of 7, where p, is the PDF
of 7.
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smoothed DP. Here, the set of distributions II includes the distribution of all 57 congres-
sional districts of the 2020 presidential election. Using the distribution reduction property of
smoothed DP (Proposition 5), we can remove all distributions in IT except DC and NE-28,
which are the vertices for the convex hull of II. Figure 4.2 (left) shows that the smoothed §
parameter is exponentially small in n when ¢ = 7, which matches our Theorem 8. We find
that ¢ is also exponentially small when € = 0.5,1 or 2, which indicates that the sampling-
histogram mechanism is more private than DP’s predictions under our settings. Also, see
Appendix B.9.2 for the experiments with different settings on II. All experiments of this
section are implemented in MATLAB 2021a and tested on a Windows 10 Desktop with an
Intel Core i7-8700 CPU and 32GB RAM.

o Elections (026 o votes got los)

10
2 Qe O
%.,g**

SGD with Quantized Gradients

’E:"D.,.
_10 | ‘e D.,.
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DP
O e=0.
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O e=2
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1 2 3 4 5 100 150 200 250
n % 10° n

Figure 4.2: Left: DP and smoothed DP of 2020 US presidential election when
0.2% of votes got lost. Right: DP and smoothed DP of 1-step SGD
with 8-bit gradient quantization when the set of distributions is II.
In both plots, the vertical axes are in log-scale and the pink dashed
line presents the ¢ parameter of DP with whatever (finite) e. The
dot lines are the exponential fittings of smoothed ) parameters. The
left plot is an accurate calculation of J. The shaded area shows the
99% confidence interval of the right plot.

SGD with 8-bit gradient quantization. According to the pre-processing property
of smoothed DP, the smoothed DP of (discrete) sampling average mechanism upper bounds
the smoothed DP of SGD (for one step). In 8-bit neural networks for computer vision tasks,
the gradient usually follows Gaussian distributions [73]. We thus let the set of distribu-
tions IT = {Ngpit(0, 0.122), Mgpit (0.2, 0.122)}, where Ngpit (i, %) denotes the 8-bit quantized

8DC refers to Washington, D.C., and NE-2 refers to Nebraska’s 2nd congressional district.
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Gaussian distribution (See Appendix B.9 for its formal definition). The standard variation,
0.12, is the same as the standard variation of gradients in a ResNet-18 network trained on
CIFAR-10 dataset [73]. We use the standard setting of batch size T' = /n. Figure 4.2 (right)
shows that the smoothed § parameter is exponentially small in n for the SGD with 8-bit
gradient quantization. The probabilities are estimated through 10° independent trails. This
result implies that the neural networks trained through quantized gradients can be private
without adding external noises. Also, see Appendix B.9.2 for the experiments under another

three different settings on II.

4.7 Conclusions and Future Work

We propose a novel notion to measure the privacy leakage of mechanisms without
external noises under realistic settings. One promising next step is to apply our smoothed
DP notion to the entire training process of quantized DNNs. Is the quantized DNN private
without external noise? If not, what level of external noises needs to be added, and how
should we add noises in an optimal way? More generally, we believe that our work has the

potential of making many algorithms private without requiring too much external noise.



CHAPTER 5
CERTIFIABLY ROBUST INTERPRETATION VIA RENYI

DIFFERENTIAL PRIVACY

5.1 Introduction

Convolutional neural networks (CNNs) have demonstrated success in various computer
vision applications, such as image classification [94], [95], object detection [96], semantic
segmentation [97] and video recognition [98]. Spurred by the promising applications of CNNs,
understanding why they make the correct prediction has become essential. The interpretation
map explains which part of the input image plays a more important role in the prediction
of CNNs. However, it has recently been shown that many interpretation maps, e.g., Simple
Gradient [99], Integrated Gradient [100], DeepLIFT [101] and GradCam [102] are vulnerable
to imperceptible input perturbations [6], [103]. In other words, slight perturbations to an
input image could cause a significant discrepancy in its coupled interpretation map while
keeping the predicted label unchanged (see an illustrative example in Figure 5.1).
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Figure 5.1: An example of the vulnerability of simple gradient. The green
boxes annotate the position of the labeled object. Our approach
offers stronger robustness against interpretation attacks.
Remarkably, our interpretation also more accurately matches the
position of the object.

The robustness of the interpretation maps is essential. Successful attacks can create

Portions of this chapter have previously appeared as: A. Liu, X. Chen, S. Liu, L. Xia, and C.
Gan. “Certifiably robust interpretation via Rényi differential privacy,” Artif. Intell. vol. 313, Dec. 2022, Art.
no. 103787.
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confusion between the model interpreter and the classifier, which would further ruin the
trustworthiness of systems that use the interpretations in down-stream actions, e.g., medical
recommendation [104], source code captioning [105], and transfer learning [106]. In this
chapter, we aim to provide a framework to generate certifiably robust interpretation maps
against (4-norm attacks, where d € [1,00]. Our framework does not require the defender
to know the type of attack, as long as it is an £4-norm attack. Our framework provides a

stronger robustness guarantee if the exact attack type is known.

Image Simple Gradient ~ Our Method
Skin lesion ' o ;
(need surgery)

F oy

Original

L,A

No Treatment needed

A
&

Perturbed

Figure 5.2: A motivating example of interpretation robustness.

A Motivating Example. To better motivate and strengthen our claim, we present an
experiment on real-world medical images: skin lesion diagnosis (see Figure 5.2, [107]). In
this task, the ML classifier predicts a type of skin lesion, and an interpretation map can help
doctors localize the most interpretable region responsible for the current prediction (e.g.,
the region highlighted by the red box in Figure 5.2). However, an adversary (that crafts
imperceptible input perturbations) could fool the interpretation map (for incorrect identifi-
cation of region marked by the green box in Figure 5.2) under the same classification label.
If doctors perform a medical diagnosis based on the fooled interpretation map, the doctor
will waste his/her time treating the incorrect region. Figure 5.2 shows that our proposed
robust interpretation can effectively defend such an adversary.

Differential privacy (DP) has recently been introduced as a tool to improve the ro-
bustness of machine learning algorithms. DP-based robust machine learning algorithms can

provide theoretical robustness guarantees against adversarial attacks [108]. Rényi differential

9In all discussions of this chapter, we use [1, 0] to represent [1,00) U {cc}.
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privacy (RDP) is a generalization of the standard notion of differential privacy. It has been
proved that analyzing the robustness of CNNs using RDP can provide a stronger theoretical

guarantee than standard DP [109]. However, the following question remains open.

How can we protect the interpretation map from /;-norm attacks for arbi-

trary d € [1,00] ?

This is the question we will address in this chapter.

Our main theoretical contribution is the Rényi-Robust-Smooth framework (Algorithm 9)
that provides a smooth tradeoff between interpretation robustness and computational effi-
ciency. Here, the robustness of interpretation is measured by the resistance to the top-k
attribution!® change of an interpretation map when facing interpretation attacks. To prove
the robustness of our framework, we first propose the new notion of Rényi robustness (Defini-
tion 10), which is directly connected with RDP and other robustness notions. Then, we show
that the interpretation robustness can be guaranteed by Rényi robustness (Section 5.4). Our
RDP-based analysis can provide a significantly tighter robustness bound in comparison with
the recently proposed interpretation method, Sparsified SmoothGrad [110] (Figure 5.6 left).
Finally, we extend the proposed method to classification tasks (Algorithm 10), and show that
the extended algorithm has certifiable robustness against /,-norm attacks for classifications
tasks (Figure 5.9).

Experimentally, our Rényi-Robust-Smooth can provide ~12% improvement on robustness
in comparison with state-of-the-art (Figure 5.6 left). Surprisingly, our improvement of inter-
pretation robustness does not come at the cost of accuracy. We found that the accuracy of
Rényi-Robust-Smooth out-performs the recently-proposed approach of Sparsified Smooth-
Grad (Figure 5.6 right). Our method works surprisingly well when computational resources
are highly constrained. The top-k attributions of our approach are twice more robust than the

existing approaches when the computational resources are highly constrained (Figure 5.8).

Related Works. Many algorithms have been proposed recently to interpret the predictions
of CNNs (e.g., Simple Gradient [99], Integrated Gradient [100], DeepLIFT [101], CAM [111]
and GradCam [102]). The idea of adding random noise is a popular tool to improve the

performance of interpretation maps. Following this idea, SmoothGrad [112], Smooth Grad-

0Top-k attribution refers to the top-k important pixels (top-k largest components) in the interpretation
maps.
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CAM++ [113], among others, have been proposed to improve the performance of Simple Gra-
dient, Grad-CAM, and other interpretation methods. However, none of the above-mentioned
works can provide certified robustness to interpretation maps. We are only aware of one
paper studying this problem [110], where the authors proposed an interpretation algorithm
to provide certifiably robustness against only ¢s-norm attack.

Adversarial training is one popular tool to improve the robustness of CNNs against
adversarial attacks [114]-[117]. The method of adversarial training has also been applied to
the interpretation algorithm recently [118]. However, there is no theoretical guarantee to the
robustness of adversarial training against any norm-based attacks. Theoretical guarantees
usually are also missing in other popular tools [119], [120] to improve the robustness of CNNs
against adversarial attacks.

To the best of our knowledge, we are the first to apply RDP to provide certified
robustness of interpretation maps. The connection between DP and robustness was first
revealed by [121]. [108] were the first to introduce a DP-based algorithm to improve the
prediction robustness of CNNs using the DP-robustness conclusion. RDP [67] is a popular
generalization of the standard notion of DP. RDP often can provide tighter privacy bound
than standard DP in many applications [109]. [122] uses a voting-based RDP approach to
improve the privacy level of neural networks. The tool of RDP is also used to improve
the robustness of classifiers[123]. However, [123]’s (and its improvement [124]’s) approach
can only defend ¢;-norm or f;-norm attacks for classifications tasks, and usually cannot

effectively defense ¢4-norm attacks or {,-norm attacks (even for classification tasks) [125].

5.2 Preliminaries

Interpretation Attacks. In this chapter, we focus on the interpretations of CNNs
for image classification, where the input is an image x, and the output is a label in C. An
interpretation of this CNN explains why CNN makes this decision by showing the importance
of the features in the classification. An interpretation algorithm g : R™ x C — R™ maps the
(image, label) pairs to an n-dimensional interpretation map!!. The output of g consists of
pixel-level attribution scores, which reflect the impact of each pixel on making the prediction.
Because interpretation attacks will not change in the prediction of CNNs, we sometimes omit

the label part of the input when the context is clear. In an interpretation attack, the adversary

1Tn this chapter, we treat both the input « and interpretation map m as vectors of length n. The dimension
of the output can be different from that of the input. We use R™ to simplify the notation.
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replaces @ with its perturbed version & while keeping the predicted label unchanged. We
assume that the perturbation is constrained by g-norm ||z —&||s = (Y1, |@; — &4|?) Vi<
When d = oo, the constraint becomes max; |x; — &;| < L.

Measure of Interpretation Robustness. Interpretation maps are usually applied to
identify the important features of CNNs in many tasks like object detection [126]. Those
tasks usually care more about the top-k pixels of the interpretation maps. Accordingly,
we adopt the same robustness measure as [6], [127]-[129]. Here, the robustness is mea-
sured by the overlapping ratio between the top-k components of g(x,C) and the top-k
components of g(&,C). Here, we use Vi(g(x,C), g(x,C)) to denote this ratio. For ex-
ample, we have V5((1,2,3), (2,1,3)) = 0.5, because the 2°¢ and 3' components are the
top-2 components of (1,2,3) while the 15 and 3™ components are the top-2 components
of (2,1,3).12 Next, we give a formal definition of the top-k overlapping ratio. Before pro-
ceeding, we first define the set of top-k component Tj(-) of a vector, which is, Ty(x) =
{z:azex N #{2/: 2’ €¢x N 2’ >z} <k}. Then, the top-k overlap ratio V between any

pair of vectors & and & is defined as

Vi(e, @) £ — (#[Ti(z) N T(2)]) - (5.1)

1
k
Based on V}, we formally define interpretation robustness as follows.

Definition 8. (S-Top-k Robustness or Interpretation Robustness) For a given input
x with label C, we say an interpretation method g(-,C) is f-Top-k robust to L4-norm attack
of size L if for any @ s.t. ||z — &||s < L,

Vi(g(x. C),9(2,C)) = B. (5.2)

Rényi Differential Privacy. RDP is a novel generalization of standard differential privacy.
RDP uses Rényi divergence as the measure of the difference between distributions. Formally,
for two distributions P and () with the same support S, the Rényi divergence of order o > 1

is defined as:

A;n Plr))" an = su nP(x)
DPIQ) & LB (G) and Duzswpmpi 63

12Then, the 3" component is the only overlapping component in top-2. We also note that the relative
order between top-k components is not taken into account in this chapter.
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In this chapter, we adopt a generalized RDP by considering “adjacent” inputs whose ¢4

distance is no larger than L.

Definition 9 (Rényi Differential Privacy). A randomized function g is (a, €, L)-Rényi dif-

ferentially private to {y distance, if for any pair of inputs © and T s.t. || — &||q < L,

Do (9()

3(@) <. (5.4)

Same as in standard DP, smaller values of € correspond to a more private g(-). RDP
generalizes the standard DP, which is RDP with a = oo. Recall that in this chapter x
represents the input image and g represents a (randomized) interpretation algorithm. To
clarify our notations, we add * sign only on the top of all randomized functions.
Intuitions of the RDP-Robustness Connection. Assume the randomized function g(-)
is Rényi differentially private. According to the definition of RDP, for any input x, g(x)
(which is a distribution) is insensitive to small perturbations on @. Consider a deterministic
algorithm h(z) £ E;[g(z)] that outputs the expectation of §(z). Intuitive, h(x) is also
insensitive to small perturbations on x. In other words, the RDP property of g(-) leads to
the robustness of h(-).

Rényi Robustness. Inspired by the merits of RDP, we introduce a new robustness notion:
Rényi robustness, whose merits are two-folds:

(i) The (a,€, L)-RDP property of g(-) directly leads to the (a, ¢, L)-Rényi robustness on
E [g(-)]. Thus, similar to RDP, Rényi robustness also has many desirable properties.

(77) Rényi robustness is closely related to other robustness notions. If setting o = oo, the
robustness parameter ¢ measures the average relative change of output when the input is
perturbed. In Theorem 11 of Section 5.4, we will also prove that Rényi robustness is closely

related to [B-top-k robustness.

Definition 10 (Rényi Robustness). For a given input x € A, we say a deterministic algo-

rithm h(-) : A — [0,1]" is (a, €, L)-Rényi robust to {g-norm attack if for any x and T s.t.

13Standard RDP assumes that the p-norm of adjacent inputs is no more than 1.
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|l — &l < L,

Ry (h(z) || h()) £ In (
_ b (ﬁ M (5.5)

where h(-); refers to the i-th components of h(-).
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Figure 5.3: Workflow for our Rényi-Robust-Smooth with certifiable robustness
against /;-norm attack.

5.3 The Rényi-Robust-Smooth Method

Our approach to generating robust interpretation is inspired by voting, which has been
applied to improve the robustness of many algorithms with real-world applications [130].
We will generate T' “voters” by introducing external noises to the input image, then use
a voting rule to aggregate the outputs. Figure 5.3 shows the workflow of our approach,

where generalized normal noises drawn from generalized normal distribution (GND) defined

in Definition 11. .
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Figure 5.4: The probability density function (PDF) of generalized normal
distributions.

Definition 11 (Generalized Normal Distribution). A random variable X follows generalized

normal distribution G(u,o,b) if its probability density function is:

by Tt 0@/ fr—pl) o
200(1/6) P\ Tam o ’ (5:6)

where p, o, and b correspond to the expectation, standard deviation, and shape factor of X.

[(-) refers to gamma functions.

GND generalizes Gaussian distributions (b = 2) and Laplacian distribution (b = 1).
Figure 5.4 plots the GNDs of 0 = 1 under different shape factors. One can see that GNDs

converge to the uniform distribution when b — oo.

Algorithm 9: Rényi-Robust-Smooth

1: Inputs: Base interpretation method g, scoring vector v, image « and the
number of samples T’

2: Generate i.i.d. noises 8y, -+ , 07 ~ G(0,0%1,b)

3: Calculate the noisy interpretations §;(x) = g(x + &;).

4: Re-scale g} (x) using scoring vector v = (vy,- -+ ,v,). The noisy interpretation
after re-scaling is denoted by g;(x), where g:(x); = v; if and only if g;(x); is
ranked j-th in g; (x).

5. Output Interpretation map m £ %Zle gi(x).

In Algorithm 9, we present our Rényi-Robust-Smooth in detail. The shape factor b is
set according to the prior knowledge of the defender. We assume that the defender knows
the attack is £4-norm attacks such that d < d ey For example, if the defender knows the

attack is either ¢;-norm attack or fo-norm attack, then, dpyio = 2. Especially, dprior = 00
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means the defender has no prior knowledge about the attack. Technically, we set the shape

factor b according to the following setting:

1, when d pyior = 1
b= 2o when 1 < dprior < 2[1827 . (5.7)
max{2 2] %}} ., when d o > 2[11‘7"1

In other words, b is the round-up of dp,ior to the next even number, except that d = 1 or d is
sufficiently large. We set an upper threshold on b because ¢, ,-norm is close to {,.-norm in
practice. W.l.o.g. we set vy > --- > v, for the scoring vector v. Our assumption guarantees
that the pixels ranked higher in () will contribute more to our Rényi-Robust-Smooth map.

In comparison with Sparsified SmoothGrad [110], which only has theoretically guaran-
teed robustness against fo-norm attacks, our method has two main differences. First, we use
generalized normal noise while SSG uses the standard Gaussian noise. Second, our scoring

vector can be arbitrary while Sparsified SmoothGrad only allows binary vectors.

5.4 Rényi-Robust-Smooth with Certifiable Robustness

In this section, we first analyze the robustness of the expected output of Algorithm 9
in Section 5.4.1. Then, we show the tradeoff theorem between computational efficiency and

robustness in Section 5.4.2. The big picture of our theoretical contributions is presented in

Figure 5.5.
- Theorem 3 Upper bound on the RDP
Ng('jse level o E— noisy interpretation —
(add to image) a(@) || §(%)) =
=
’
Upper bound on Theorem 2 Upper bound on g
p-top-k Robustness Re1y| Robustness P
Vi([Elg(x)] [[E[g(2)]) > 8 R ) |E[g(&)]) <e
Smooth trade-off on robustness and computational
efficiency (estimate expectation by sampling)
Theorem 5 Pr [ﬁ <pB-— 55] is small

Figure 5.5: The workflow of our proofs to the robustness of our
Rényi-Robust-Smooth.
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5.4.1 The Expected Output of Algorithm 9

In this section, we discuss the expected output of Rényi-Robust-Smooth, which is
denoted as Ey [g(z)]*. As we will discuss in Theorem 12, the noise added to image can
guarantee the RDP property of g(x). According to the intuitions of RDP-robustness con-
nection shown in Section 5.2, we may expect that Ey [g(2)] is robust to input perturbations.
In all discussions of this subsection, we let m = E4[g(x)] and m = E;[g(x)]. Next, we

present Theorem 10, which connects RDP with Rényi robustness.

Theorem 10 (RDP — Rényi robustness). If a randomized function g(-) is («, €, L)-RDP to
Uq distance, then Eg [g(-)] is (a, €, L)-Rényi robust to {q distance.

Proof of Theorem 10. Let p(; ;) (or P ) denote the probability of the i-th pixel to be the
j-th largest in the noisy interpretation (before rescaling) g(x + ) (or g(& + 8)). Then, the
expectation of the i-th pixel in the robust interpretation map m; = Ez[g(x);] = 2?21 Vj D(ig)-
Similarly, for the perturbed input &, we have m; = Ey[g(Z):] = > ,v; P By the

definition of Rényi robustness, we have,
n (0%
" <Zj:1 Uj P(m‘))

Ra(Ey [0(@)] || 5 0(@) = Ao (m | 72) = ——n [ ]| SR
=1 j=1Yj PG.j)

Then, we apply generalized Radon’s inequality [131] and have,

RalBy (2] 1| By [3(@) <~ n (Z - %?gp) |

i
j=1 P,

j:1 ~a—1

We note that the (o, €)-RDP property of g(a) provides ﬁ In (Z" I@) < e. Using the
(6,4)

condition of ||v|]; = 1 and v; < 1, we have,

Ro(Ey [9(2)] || Eg [9(2)]) < e.

By now, we already show the Rényi robustness property of Ez[g(-)]. O

In Theorem 11, we will show that the S-top-k robustness property can be guaranteed

by the Rényi robustness property. To simplify our notation, we assume our (expected) Rényi-

41n this subsection, we neglect the footnote t to simplify the notation.
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Robust-Smooth map m = (mq,--- ,m,) is normalized (||m/||; = 1). We further let m} be
the i-th largest component in m. Let ky = | (1 — 8)k] + 1 to denote the minimum number
of changes to violet S-ratio overlapping of top-k. That is, to violet S-top-k robustness, there
must be at most (1 — 3) - k (or equivalently, at most kg = [ (1 — 8)k] + 1) components still
in the top-k. Let S = {k — ko, -+ ,k+ ko + 1} denote the set of last ky components in top-k

and the top kg components out of top-k.

Theorem 11 (Rényi robustness — [-top-k robustness). Let function h(-) to be (a,€, L)-
Rényi robustness to €y distance. Then, m = h(x) is B-Top-k robust to Lq-norm attack of

size L, if € < €ropust(@; 5, k; m), who is defined as

1
1 l—a
€robust (@5 B, k;m) £ —1In | 2k (2—,% Z(mf)la> + Zm?

i€S iZ€S

Theorem 11 shows the level of Rényi robustness required by the S-top-k robustness
condition. We provide some insights on €,opust- There are two terms inside of the In(-) function.
The first term corresponds to the minimum information loss to replace kg items from the top-
k. The second term corresponds to the unchanged components in the process of replacement.
The proof of Theorem 11 can be found in C.2.

Combining the results in Theorem 10 and Theorem 11, we know that [-top-k ro-
bustness can be guaranteed by the Rényi differential privacy property on the randomized
interpretation algorithm g(x) = f,(g(x + 8,C)), where f, is the re-scaling function us-
ing scaling vector v. Next, we show the RDP property of g(-). In the remainder of this
chapter, we let T'(-) denote the gamma function and let 1(-) denote the indicator func-
tion. To simplify notations, we let €, (%) = ﬁln [ﬁ exp <(a\_/%()7L)> + 20;__11 exp <%§5>]
and () = by S () (£)7T(252). where o = /10

Theorem 12 (Noise level = RDP). For any re-scaling function fy(-), let g(x) = fo(g(x+9))

where & ~ G(0,0%1,b). Then, § has the following properties with £y distance:
(1) (1, (% - exp [1(d > 2[22])] ), L)-RDP for all d > 2.

(17) For all « > 1, we have (oz, OQ‘TL;, L) -RDP when d € (1,2] and (a,ea (%), L) -RDP when
d=1.

Proof. According to the post-processing property of RDP [67], we know that D, (g(x) || §(Z))
< Dy(x+9d||& + ). When d € (1,2], we always have || — &||s > ||z — &||2. Thus, all
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conclusion requiring || — &||; < L will also hold when the requirement becomes ||z — &||, <
L. Then, the d € (1,2] case of (ii) in Theorem 12 follows by the standard conclusion of
RDP on Gaussian mechanism and the d = 1 case follows by the standard conclusion of
RDP on Laplacian mechanisms. In Lemma 7, we prove the RDP bound for generalized
normal mechanisms of even shape factors. This bound can be directly applied to bound the

KL-privacy of generalized normal mechanisms [132].

Lemma 7. For any positive even shape factor b, letting x ~ G(0,0,b) and & ~ G(L,0,b),
we have

ali)rg Do(z||2) = e(L/0).

The proof of Lemma 7 can be found in C.2.3. At the high level, the proof of Lemma 7
uses the first-order approximation to calculate the limitation of & — 1. When d < 2(1“7"},
we always have b > d and (¢) of this case holds according to the same reason as (i7). When
d > 2[™m27, we have ||z — &||, < n'/*~Ve. ||z — &||s < e-||x — &||4. Thus, (i) of Theorem 12

also holds when d > 2[217]. O

Combining the conclusions of Theorem 10-12, we get the theoretical robustness of

Rényi-Robust-Smooth in Table 5.1. In the table, e(_.)l(-) denotes the inverse function of €(-).

Table 5.1: Theoretical -top-k robustness for m = E [g(x)] when the defender
has different prior knowledge on the attack types. We note €,,pust is a
function of 5, and the definition of ¢,,ust can be found in

Theorem 11.
Prior knowledge Distribution of noise Max attack size L without violating S-top-k robustness
d prior = 1 Laplacian Distribution L =0-sup,- € (Erobust ()
d prior € (1,2] Gaussian Distribution L =0 -supy=1 \/2€robust (@) /v

d prior € (2,00] GND with shape factor b L = o -exp (—1(d > 2[827)) -egl (lim,_y1+ €robust (@)

5.4.2 The Smooth Trade-off Between Robustness and Computational Efficiency

In Section 5.4.1, we assumed that the value of m = E[g(«)] in Algorithm 9 can be com-
puted efficiently. However, there may not even exist a closed form expression of m, and thus
m may not be computed efficiently. In this section, we study the robustness-computational
efficiency trade-off when m is approximated through sampling. That is, approximate m us-

ing 327 §:(x) (the same procedure as Algorithm 9). To simplify notation, we let 3 to denote
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the calculated top-k robustness from Table 5.1. We use 8 to denote the real robustness pa-
rameter of m. We note that our approach will become more computationally-efficient when
T becomes smaller. In Theorem 13, we show that the Rényi robustness parameter €;opust
will have a larger probability of being larger when the number of samples 7" becomes larger.
The conclusion on attack size L or robust parameter g follows by applying Theorem 13
to Table 5.1 or Theorem 11 respectively. The formal version of Theorem 13 can be found

in C.2.4.

Theorem 13 (Smooth Trade-off Theorem, Informal). Letting é.onust denote the estimated

Rényi robustness parameter from T samples, we have
Pr [erobust Z (1 - 5e)€r0bust] Z 1-— negl (T) )
where negl(-) refer to a negligible function®.

5.5 Generalizations of Our Framework

This section discusses a simple generalization of our framework to classification robust-
ness, which is one of the core issues in the field of robust machine learning. We would also
like to note that classification robustness is a simple extension of our approach, not the main
topic of this chapter. Classifier f : X — R"™ maps images to a vector of scores.'® Here, the
classifier output a vector score for each class, which can be the output of the last-layer neural
network, a regret, etc. The class with the largest score corresponds to the prediction of the
classifier. Similar to the interpretation robustness, the classification robustness [108], [123],

[124] is also defined based on the worst-case ¢4-norm perturbation. Formally,

Definition 12 (Classification Robustness [108], [123], [124]). For a given input @, we say a

classifier f(-) is robust to {g-norm attack of size L if for any & s.t. ||z — &||q < L,

argmax f(&); = argmax f(x);, (5.8)

(2 7

where f(&); denotes the score of the i-th label.

15The strict deinitionn of negligible functions can be found in https://en.wikipedia.org/wiki/
Negligible_function
16We slightly abuse the notations and use n to denote the number of classes in 5.5
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Next, we generalize Algorithm 9 to classification robustness. At the high level, We
treat the vector score as a nm-dimensional interpretation map, where we only care about
the top-1 component of the score, which corresponds to the prediction. In other words, the
classifications robustness can be viewed as the top-1 robustness property in interpretation

robustness problems.

Algorithm 10: Rényi-Robust-Smooth for Classifications

1: Inputs: Classifier f, the scoring vector v, image x and the number of samples T’

2: Generate i.i.d. noises 8y, -+, 07 ~ G(0,0%1,b), where b is selected according to
equation (5.7).

3: Calculate the score of each class ff(z) £ f(x + &).

4: Re-scale ft*(:c) using scoring vector v = (vq,- -+ ,v,). The score of each class after
re-scaling is denoted by fi(z), where f,(x); = v; if and only if f7(x); is ranked
j-th in f7(x).

5: Calculate the score of each class s £ 1 )

6: Output The largest component of s as the robust classification.

Algorithm 10 presents a natural generalization of Algorithm 9 on classification robust-
ness. We found Algorithm 10 shares a similar framework as Algorithm 1 in [123] except the
following two main differences,

1. We use generalized normal distributions to defend ¢;-norm attacks for any d € [1,o0],
while [123] can only defend ¢; and ¢>-norm attacks using Laplacian and Gaussian noise.

2. We allow the experimentalists to arbitrarily select scoring vector v, while [123] requires
v=(1,0,---,0).

Similar to Algorithm 9 (robust interpretation), the generalized normal noise brings
Algorithm 10 theoretically guaranteed robustness against general ¢;-norm attacks. In the
next theorem, we show the robustness guarantee of Algorithm 10 against ¢4-norm attacks

for d € [1, 00].

Theorem 14 (Robustness of Algorithm 10). Using similar notations as Table 5.1, the ro-
bustness of Algorithm 10 is shown in Table 5.2, where

1
1 1 a
€class £ —In (2 (E(mi)l_a + §(m;)1_a) + E m:) )
i>3

and m; represents the i-th largest component of @ (see Step & in Algorithm 10 for the
definition of s).
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Table 5.2: Theoretical classification robustness when the defender has different
prior knowledge about the attack types.

Prior knowledge Distribution of noise Max attack size L without changing top-1 classification
dprior = 1 Laplacian Distribution L =0 supysi €q' (€class())
d prior € (1,2] Gaussian Distribution L =0 -supysq v/ 2€class (@) /¢

dprior € (2,00]  GND with shape factor b L =0 -exp (—1(d > 2[27)) - ¢, ' (limy 1+ €class(@t))

5.6 Experimental Results

In this section, we experimentally evaluate the robustness and the interpretation ac-

curacy of Rényi-Robust-Smooth. We show that our approach performs better on both ends
than the existing approach of Sparsified SmoothGrad [110].
General setups of our implementation. We use PASCAL Visual Object Classes Chal-
lenge 2007 dataset (VOC2007, [133]) to evaluate both interpretation robustness and inter-
pretation accuracy. This enables us to compare the annotated object positions in VOC2007
with the interpretation maps to benchmark the accuracy of interpretation methods. We adopt
VGG-16 [134] as the CNN backbone for all the experiments in the main text. Additional
experiments using ResNet-50 as the backbone can be found in C.3.3. Simple Gradient [99]
is used as the base interpretation algorithm!” (denoted as g(-) in the input of Algorithm 9).
Defense and attack configurations. We focus our study on the most challenging case of
{4norm attack: /,-norm attack. We examine the robustness and accuracy of our methods
under the standard /,.-norm attack against the top-k£ component of Simple Gradient, which
is firstly introduced by [6]. Formally, our attack method is presented in algorithm 11. To be
more specific, we set the size of attack L = 8/256 ~ 0.03, learning rate Ir = 0.5 and the
number of iteration N = 300.

According to our noise setup discussed in Section 5.3, we set the shape factor of GND as
b = 10 in consideration of VOC2007 dataset image size. To compare with state-of-the-art, we
fix the standard deviation of noises to be 0.1. The scoring vector v used to aggregate “votes”
is designed according to the power function %15, Mathematically, we take v = (vi, -+, v,,)

—1,4-0.15

where v; = Z and the normalization factor Z = """ | i~%1°. The shape of the scoring

vector is designed to optimize the experimental robustness (See Figure C.1 in C.3.1 for the

1T"We note that the base interpretation algorithm is not our baseline. The baseline throughout this chapter
is Sparsified SmoothGrad.
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Algorithm 11: /,-norm Attack on Top-k Overlap [6]
Inputs: An integer k, learning rate [r, an input image « € R"; a interpretation
method g(-, ), maximum f-norm perturbation L, and the number of iterations N
Output: Adversarial example .
Define D(z) = — >, 5 g(x);, where B denotes the set of g(x)’s top-k components’
subscripts.
Initialization: z° = x.
fort=1to N do
I -
if ||x' — z|| > p then
AR e
end if
end for
Output: & = argmax,c 0 .. vy D(2).

VD(x!~1)

experimental robustness of other scoring vectors). We note that our theoretical guarantee of
B-top-k robustness does not depend on a specific form of scoring vector. All experiments of

this chapter are run on a Ubuntu 20.04LTS server with AMD EPYC 7TH12, RTX 3090, and
256GB RAM. See Figure 5.1 in Section 5.1 for an illustration of our interpretation maps.

5.6.1 Robustness of Rényi-Robust-Smooth

We compare the S-top-k robustness of Rényi-Robust-Smooth with Sparsified Smooth-
Grad. Rényi-Robust-Smooth gets not only tighter robustness bound, but stronger robustness
against f..-norm attack in comparison with baseline. For both Sparsified SmoothGrad and
our approach, we set the number of samples T to be 50.

Experimental Robustness. Figure 5.6 shows the [-top-k robustness of our approach in
comparison with Sparsified SmoothGrad. Here, we adopt the transfer-attack setting, where
an attack to the top-2500 of Simple Gradient is applied to both our approach and Sparsified
SmoothGrad. We plot the top-k overlapping ratio 8 between the interpretation of the original
image x and the adversarial example . Our approach has consistently better robustness
(~ 12%) than Sparsified SmoothGrad under different settings on k. Also see Figure 5.8 for
the experimental robustness comparison when the parameters T is different.

Theoretical Robustness Bound. The dash lines in Figure 5.6 presents the theoretical
robustness bound under /. -norm attack. One can see that our robustness bound is much
tighter than the bound provided in [110]. This because the tool used by [110] is hard to be

generalized to {,-norm attack, and a direct transfer from f5-norm to {,.-norm will result in
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Figure 5.6: The p-top-k robustness of Rényi-Robust-Smooth (RRS) in
comparison with Sparsified SmoothGrad (SSG). (E) and (T)
corresponds to the experimental and theoretical robustness,
respectively.

an extra loss of ©(y/n).

We use the following experiments to further illustrate our theory under different attack sizes

and different noise levels (the standard deviation of generalized normal distribution). The

experimental settings are the same as Figure 5.6. Our results are summarized in Table 5.3 and

Table 5.4, where (3 is the robustness parameter in Definition 8 (larger means more robust).

Table 5.3: Experimental and theoretical top-k robustness under different noise
levels.

Noise level o 0.07 0.1 0.15 0.2 0.3

Experimental 5 0.535 0.665 0.720 0.745 0.748
Theoretical 5 0.169 0.480 0.652 0.707 0.729

5.6.2 Accuracy of Interpretations

Accuracy is another main concern of interpretation maps. That is, to what extent the
main attributes of interpretation overlap with the annotated objects. In this section, we
introduce a generalization of pointing game [135], [136] to evaluate the performance of our

interpretation method. In a pointing game, an interpretation method calculates the interpre-
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Table 5.4: Experimental and theoretical top-k robustness under different size of
attack L.

Attack size L 0.02 0.03 0.04

Experimental 5 0.674 0.656 0.628
Theoretical 5 0.672 0.508 0.271

tation map and compares it with the annotated object. If the top pixel in the interpretation
map is within the object, a score “+1” will be to the object. Otherwise, a score “—1" will

be granted. The pointing game score is the average score of all objects.

L 0.72 |
&
% 0.715 |
O 071 1
(@)
=
€ 0705 |
£ —0—RRS
x 077 Simple Gradient :
g —@— SSG(break ties)
— 0.695 —0— SSG

0.69 .

10° 10t 102 103

Figure 5.7: The accuracy of Rényi-Robust-Smooth (RRS) in comparison with
Sparsified SmoothGrad (SSG) and Simple Gradient. The accuracy
of SSG for k£ < 10 is too small and was ignored to improve the
presentation. The accuracy of Simple Gradient is almost the same
as SSG (break ties).

However, not only the top-1 pixel effect the quality of interpretation maps. Hence, we
generalize the idea of pointing game to the top-k pixels by checking the ratio of top-k pixels of
the interpretation map within the region of the object and applying the same procedure as the
standard pointing game. Figure 5.7 shows the result of the top-k pointing game on various
interpretation maps. The annotated object position in VOC2007 dataset (e.g., the green
boxes in Figure 5.1) is taken as the ground truth. The parameters of Sparsified SmoothGrad

and our approach are both the same as the settings in Section 5.6.1. In figure 5.7, we compare
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Rényi-Robust-Smooth with two versions of Sparsified SmoothedGad. The first version (SSG)
follows the same setting as [110], which randomly breaks the ties when calculating its top-
k component. For the second version (SSG (break ties)), we broke the ties according to
descending order for the summation of all noisy interpretations. This order used for tie-
breaking is the same as the order for standard SmoothedGrad. To our surprise, our approach’s
accuracy also turns out to be better than Sparsified SmoothGrad in both settings, even

though robustness is usually considered an opposite property of accuracy.
5.6.3 Computational Efficiency-Robustness Tradeoff

Computational efficiency is another main concern of interpretation algorithms. How-
ever, most previous works on the interpretation of certified robustness did not pay much
attention to computational efficiency.

If applying the settings of those works to larger images (i.e., ImageNet or VOC fig-
ures) or complex CNNs (i.e., VGG or GoogleLeNet), it may take hours to generate a single
interpretation map. Thus, we experimentally verify our approach’s performance when the
number of generated noisy interpretations 7T is no larger than 30. At the high level, T" can
be used as a measure of computational resources because the time to compute on a noisy
interpretation map is similar to our approach and Sparsified SmoothGrad. Experimentally,
Figure 5.8 (right) shows that RRS’s GPU consumption is almost the same as (~1% more
than) SSG.

Figure 5.8 (left) shows the top-k robustness of our approach and Sparsified SmoothGrad
when 7' is small and k£ = 2500. We observe that the robustness of both algorithms will
decrease when T' becomes smaller. However, our approach’s robustness decreases much slower
than Sparsified SmoothGrad when the computational resources become more limited. When
T = 5, our Rényi-Robust-Smooth becomes more than twice more robust than Sparsified
SmoothGrad. Figure C.4 shows similar behavior when the backbone of neural network is
ResNet-50. In addition to SSG, we also show that RRS is more robust than the widely-used
algorithm of Quadratic SmoothGrad [112]. The results are shown in C.3.2.

5.6.4 Robustness of Rényi-Robust-Smooth for Classifications

In Figure 5.9, we experimentally compare [108], [123], [124] with the classification
version of Rényi-Robust-Smooth(Algorithm 10). We assume that the resolution of images is

224x224x 3, which is the resolution of many popular datasets, including ImageNet. Here,
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Figure 5.8: Left: the S-top-2500 robustness when the computational resources
are highly constrained. Right: GPU consumption of RRS and SSG
(~ 1% less than RRS). The dashed lines show the linear fittings of
RRS’s and SSG’s GPU consumption.
3 corresponds to the three color channels. We adopt the same setting as Figure 5 in [124],
where the standard deviation of noise 0 = 1, number of classes n = 2, and thus mj = 1—m].
Figure 5.9 shows that the theoretical robustness of Rényi-Robust-Smooth (against {,,-norm
attacks) significantly outperforms [108], [123], [124]. The theoretical robustness of baselines
is calculated according to their reported f5-norm robustness'®. Again, we would like to note
that classification robustness is a simple extension of our approach, not the main topic of this
chapter. We believe that extensive experiments for Algorithm 10 (e.g., testing its accuracy

on real-world datasets) can be a very interesting future direction.

5.7 Conclusions

In this chapter, we build a bridge to connect the property of RDP with the robust-
ness of interpretation maps. Based on that, we propose a simple yet effective method to
generate interpretation maps with certifiable robustness against broad kinds of attacks. Our
approach can prevent the model interpreter and the model classifier from being confused by
interpretation attacks. Our theoretical guarantee on robustness can provide tighter bounds

than existing works against any ¢;-norm attacks for all d € [1, 00]. In Section 5.5, we extend

18 According to norm inequalities, we calculate the ¢,-norm robustness by dividing the £-norm robustness

by v/resolution
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Figure 5.9: The theoretical robustness of RRS for classifications against
{-norm attacks versus the theoretical robustness of literature
baselines.

the proposed method to image classification tasks and show that its theoretical robustness
(against {.-norm attacks) outperforms the state of the art. Experimentally, we show that our
approach can provide both better robustness and better accuracy than the recently proposed

approach of Sparsified SmoothGrad.
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APPENDIX A
APPENDIX FOR CHAPTER 2

A.1 Notation Tables and Additional Examples

This section contains a list of notations in the chapter, an example illustrating how the

model works, and Figure A.1 for our algorithm analyses in Section 2.3 and Appendix A.2.3.

Notations.
e n: number of agents.

e m: number of alternatives.

X ={xy, - ,x,}: the set of agents.

Y =A{y1, -+ ,ym}: the set of alternatives.

o O(x;,y;) = exp(—||z; — yj||2): the parameter in the Plackett-Luce model. §(x;,y;) is

also y;’s expected utility to agent z;.
e R;: the full ranking of agent i.
e R(y;): y;’s ranking in R.

® Y, > Y, Y; is ahead of y;, in agent x;’s ranking R; (or equivalently, agent z; prefers

Yjr 10 Yjp)-
e Dx: the distribution of each z;.
e Dy: the distribution of each y;.
e fx(-): the probability density function of Dy.

e fy(): the probability density function of Dy.

o cy = %: the parameter in the near-uniform distribution Dy.
® ¢y — %: the parameter in the near-uniform distribution Dy .

Portions of this chapter have previously appeared as: A. Liu, Q. Wu, Z. Liu, and L. Xia.“Near-neighbor
methods in random preference completion,” in Proc. AAAI Conf. Artif. Intell., vol. 33, 2019, pp. 4336-4343.
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O;: The observed ranking from agent i over the subset O;.
p: the probability an alternative y; is sampled in O;.
RO: ordered list over @ C ) that is consistent with R.

L;: the ground-truth ranking. Specifically L; = (y;,,Yjs - - -+ Yj,.), where 0(z;,y;,) >
O(xi,yj,) > -+ > 0(xi,y,,, )

PC problem: the preference completion problem.
NN problem: the near neighbor problem.
k: the number of agents returned by a kNN algorithm.

7(n,m): the quality parameter of a kNN algorithm for agents. The distance between

any agent returned by the algorithm and input z; needs to be smaller than 7(n,m).
KT: (un-normalized) Kendall-Tau distance.

NK(R;, R;): the normalized KT distance between R; and R;.

I(-): an indicator function.

Gi(z) = EINK(R;, R,) | @i, x].

sign(x): returns 1 when z is positive and returns —1 otherwise.

cosh(z) = <£==: hyperbolic cosine function.

«9(:[- yl)
A (2
(o, 2 p . o] = Al
P (y1 y2) r[y1 Y2 ‘ Y1, Y2 x} Q(xi,yl) + 9(I’i,y2) ( )
(9(56 yl)
A )
. 2p . g, 2] = A2
(Y1, y2) rfys Y2 | Y1, Yo, 7] O(z,y1) + 0(x, y2) (42)
O(y1, y2, T, 75) = A . sign(y1—z) —sign(y2 —x)
1, Y2, Ly Ly e’A(li)2+1 4cosh2<A§gfg>/2)
i A.
AY) = [y2 — xi| = |y1 — =] A

Agmz) :|Z/2—l‘\—|y1—$|
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e T—1

¢ g(x) = S the first part of ® where we set v = Agl)z

o &1, &, &, E4: events controlling the locations of y; and s in the analysis of Lemma 2

and Lemma 4.

—

o F,=(F;1,Fo, - Fi,), the (expected) feature of agents x;, where

Fi,t = ERi,Rt,y[NK(Rth) ’ X] = gt(mi)-

° Fi,t = NK(RZQ', R?t), an estimated version of Fj ;.

o D(zj,z;) = =5 > igtigy |Fie — Fjzl, the distance function based on expected feature
F.

o D(x;,x;) = E[D(z;,x;) | z;, 7], the expectation of D(z;,x;).

A

o D(z;,x;) =

A A

Fiy — Fju

)

% : our estimate of D.

|z; — X*| = max,-cx, |x; — 2*|: our definition of distance between arbitrary agent x;

and arbitrary set of agent X'*.

Example 4 (Latent, realized, and observed ranking). Let X = {x1} and Y = {y1,...,ys}.
Let x1 =0, y1 = 0.1, yo = 0.2, y3 = 0.3, and y4 = 0.4.

e Latent ranking: the latent ranking L; is determined by yys’ utilities to x;, i.e., L1 =

(yb Y2, Y3, ?/4)'

e Realized ranking: the realized ranking of x; is x;’s preferences under the random util-
ity model. It gquarantees that only y, ts more likely to be ranked ahead of ye, when
w(xi, ye,) > w(wi, ye,). One specific realization of the ranking in our example could be

R, = (y273/1>y3,y4)-

e Observed ranking: we do not observe the entire R;. Instead, we only observe agent

i’s ranking over a subset of Y. For example, here Oy = {y1,y2,ys}. Then we have

RY' = (Y2, Y1, Ya)-
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Figure A.1: Events defined in the proof of Theorem 1. (a): the events &, - &,
defined in Lemma 2 in Section 2.3. (b): the events defined in
Appendix A.2.3 (proof of part 2).

A.2 Missing Proofs for Theorem 1 (Main Negative Result)

We have the following missing components in the proof of Theorem 1.
e Section A.2.1 proves Lemma 1(concentration of NK).
e Section A.2.2 shows the proof for Equation. 2.5 and Fact 1.
e The missing analysis for part 2 and part 3 in Lemma 2 is in Section A.2.3.
e Section A.2.4 presents how Lemma 1 and Lemma 2 together imply Theorem 1.
A.2.1 Proof of Lemma 1 (Concentration of NK)

Proof of Lemma 1. We repeat the statement below.

Lemma 8 (Repeat of Lemma 1). Let p = E[NK(R;, R;) | X]. We have

2
PeINK(R, )~ il 2 6 2 < dmesp (-7 ) (A4

Proof of Lemma 1. Let S = {{{1,02} : {1 # l» € [m]} be the collection of all possible

alternative subsets of size 2. We have

1 l1,02 £1,02
1\1}{(1%,-,1%]-):E > NK(RI™H R, (A.5)
{l1,62}€S
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We know that

e Each NK(R;-[ZI’ZQ}, R;{Zl’b}) follows the same distribution for all {¢1, ¢y} € S. Further-
more,

E[NK(R;, R;) | X] = E[NK(R{"™) RI"™) | ¥] = p=0(1).  (A6)
In other words, p is not a function of m or n.
e Since terms are not independent, we cannot directly use Chernoff bounds.

Our crucial observation is that we may partition the set S into a total number of ©(m)
subsets so that terms inside each subset are independent. Then we may apply a union bound

across subsets. More specifically, define
Si = {{51,62} : |€2 — €1| = Z}

for 1 <i < m — 1. For example:
e 51 ={{1,2},{2,3},--- ,{m —1,m}}.
b 52 = {{173}7 {274}7 e 7{m - 27m}}-

Now we claim that we may further partition each S; into two sets so that terms inside each
set are independent.
We first demonstrate how this can be done for S; and S5. Then we describe a general

scheme to partition every S;.

Partitioning S;. We may partition S; into

StV = {{1,2},{3,4},--}
S§2) = {{2’ 3}7 {47 5}7 e }

One can see that Sfl) and S£2) are a partition of S; and terms NK(R}Zl’b},R}{Zl’b}) are
independent for {,,¢ —2} € SV (t =1,2).

Partitioning S5. We need three steps to construction the partition. First, let

32,1 = {{173}7 {3a5}7 to v{m - 27m}}
S2,2 - {{274}7{476}7"' 7{m - Svm - 1}}
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Second, we may partition each of Sy; and Sy :

S ={{1,3},{5,7},---} and  SP¥) ={{3,5},{7,9},---},
Ss = {{2,4},{6,8},---} and SY) = {{4,6},{8,10},--}
Third, we define
SV =5HuUsy) and S =sPUSH
Sél) and 552) are the desired partition for Ss.

The general scheme. The general scheme works as follows. First, define S; ; (1 < j <4):
Then define Si(;) be the set that consists of the “odd terms” in 5; ;:

SU — (. j+iy, i +2i,j+3i},---}
S =i +i+ 2} {430+ i}, )

Finally, define
1) _ (1) (2) _ (2)
Sy =St and s =S

J<i J<i

For each Si(t) (t = 1,2), we can apply a Chernoff bound:

_1 {t1,l2} p{la L2} 52 um
Pr 50 Z NK(R; , R; ) —p| > (5,u’/'\f <2exp | — G
{61,62}e5)

Then we may apply a union bound across all SZ-(t) (1 <2mand t =1,2):

2
P INK(R, 1) — ol 2 ) < amexp (-2 ) (A7)
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A.2.2 Missing Proofs for the Facts

Proof for Equation 2.5. We repeat Equation. 2.5 below.

Fact 2. Using the notations in Section 2.3.1,

a( ) :E[(I)(yl,yz,l',l'i>’$i,$]7 (A8)
a
where
(I)(y Yo, T SL’) — e_A(:,)Qfl . sign(y1 —=)—sign(y2—x)
1, 92, 4Ly Ly 67A5i2+1 4 cosh? (Aiag/2>
i A.
AP? = |y — i — |ph — 4 (A.9)
Agg;) = |yZ - $| - |y1 - :E|

Proof. We have

" or =By, (1 22%)% Liy L
- E _e_lxi_yZI — e—m—yﬂ [Slgn(l‘ — y2> — Slgn(l‘ — yl)] . €—|x—y2|—|x—y1|
T eleinl 4 emleiuel (e~lo=wil 4 e~lo—vzl)? e
80— 1 sign(e — ) — sign(z — yy)
= Ey1:y2 A(z) ’ 2 (CL‘) | :Ei, T )
e "12 41 4 cosh (ALQ/Q)
where AY) = |y — 2| — |y1 — 7| and A{) = |y — 2| — |31 — 2. u
Proof for Fact 1. We repeat Fact 1 below.
Fact 3 (Repeat of Fact 1). We have
E[® |2,z = Y E[®|z,z;,& P& |z ] > 0. (A.10)

=234

Proof. Let g(z) = 2:2;% This function is closely related to the logistic function and possesses

the following properties:
1. g(z) is an odd function: g(x) = —g(—x).
2 ¢'(x) - glx) > 0.

3. lg(2)| < 3lzl.



93

Intuitively, property (ii) is used to give lower bound on ‘ g(Agl)z)‘ and property (iii) is
for its upper bound.

Recall also that:

INC) _ .
Oy, yo, 7, 7;) = co=l, sienli—v)signly;—z)
R e S Ay

A = [y2 — 2| = [y — 2|

241
5

o &:when yy >y >z or yy <yp <. Thus, Pri& |y < o] =
e &: when y; <z and yp > 1+ 2x;. Thus, Pr[& | y1 < yo] = —(x + 1)z,

e &: when y; <z and x < yy < 2x; — x. Thus, Pr[& | y1 <y = (v + 1)(z; — 2).

e &: when y; < x and 2x; — x < yy < 1+ 2z;. Thus, Pr[&; | y1 < yo] = (“;”2.

We now presents our formal analysis for E[® | x, z;, &], where t € {1,2,3,4}.

Analysis for £: We always have sign(z — y5) — sign(x — y;) = 0 and thus
Ey <y, [P(y1, 92,7, 23) | 2,20, E] =0

Analysis for £: We observe that A%) <2 Aﬁ% € 10,1 —2z; + 2] C [0,2], and sign(z —
y2) — sign(xz — y1) = —2. Thus, we have ®(y1,y2, z, x;) > 0. We have

i -2
By, <y [P(y1, y2, 2, 23) | 2,25, &) = By, <y Q(Ag)Q) : (z) | z,x;, &
tcosh? (A} /2)

> Byi<ys -9 <A§l)2> ' _—12 T, i, E
L 2 cosh”(1)

- (e 4 e 1)? By <y, [9 <A§)2> $7$¢,52]

* —2 1 6_2 -1 (i)
= (6_‘_671)2 .Ey1§y2 |:§ : 211 A 12T :U2,52:|
—1
e—e
3oy I

The inequality >* relies on property 2 of the function g(-).



Analysis for £: We observe that Ang) € [-(1+ x),2z; — 2z, Agg €

sign(x — yo) — sign(x — y1)
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[—(1 + x;),0] and

—2. Thus, we have ®(y;,ys, z, z;) < 0. We have:

Z- 9
Ey1§y2 [(I)(yl,yQ,x,:Ei) ‘ $7$i’83] = Ey1§y2 g (Ag,)2> : (@) | 'T’xivg?)
4 cosh? <Af2/2>
>E < -g <A(l)> . _—1 €T.xT; 53:|
— TU1XY2 i 1,2 2COSh2(O) 5 Ny
| 1 i 1+
> = 5 ’ Ey1§y2 |:_§ ’ Ag,)Q | ZE,ZEi,(€3:| = - s

The inequality >** uses on property 3 of the function g(-).

Analysis For £;: we observe that Aﬁ”‘;) € 2z; — 3z — 1,1+ 2z; — x] C 0,2 + 2], A% €

[—(142), 14+z] and sign(x—1y9) —sign(x—y;)

—2. Let y] = 1422, —y9 and vy, = 1422, —y;.

Observe that y; < = and 2z; — x < y, < 1+ 2z;. Thus, we have AE?Q, = —Ag where

/ —

AYy =y — 2| — |y

Eyﬁyz@(%ﬂ%%%) | 33,331',54]

x;| . Applying properties (z) and (#i7) of g (A%), we have,

—2

4 cosh? <A§7)2, / 2)

| 377%"54;A¥;)2 Z 0

> | LU,Q]‘,L'7(€47A§Z;)2 2 O:|

1 i
- § ) Ey1Sy2 [Cb(yl, Y2, 1‘7171’) + q)(yi’ y;,ZE, xl) | T, i, Ea, Ag’)Z 2 0]
1 i —2
== 5 * Efylng g (A:(l,)2> ' 2 (l’)
4 cosh (A172/2>
1 r , -2 —2
>_.E (A(Z)> : -
= 9 Tyisy _g 12 4cosh®(0)  4cosh?(1 + x;)
> 1+«

(ot )
8 cosh?(1 + ;) '
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Summing up & -+ - &y, for —1 <z < x; < —0.5, we have

Ey <y [P(Y1, yo, 2, 33) | @, 2] = Z Ey<p ® | &z, x] - Pri&j, x| y1 < yo

>0-Pr[&,zi x|y <o) + (% (1 —Qxi—i-x)) =z (4 1))
- 1;% @+ 1) (@ —2)] + [1;”7 (coshz(ll—i—xi) _ 1)} - <1+2$)2

o — el (1 + m)Q 1
> )| —— - 27 : -1
> (z+1) (etel)? Ti + 8 (cosh2(1 + ;) )]

A.2.3 Missing Analysis for Part 2 and Part 3 in Lemma 2

Analysis for Part 2. The main result for part 2 analysis in Lemma 2 can be summarized

by the following fact.
Fact 4. G;(z) — Gi(x;) > 0 if x; € [-1,0] and = € [z;, —x;].

Proof. The technique we use is similar to part 1 of the analysis. Specifically, we define the fol-
lowing events and analyze the behavior of G;(z) conditioned on these events(see Figure A.1):
o &: when yi,yo > v+ x; + 1.
o &: when yi,y <z + x; + 1.
o Es:whenyy >ax+ax;+1 >0ty >+ 2, +1 > 1.
For any ¢ € {1,2,3}, we define G;() | & = Ey, 4, [po(1 — pi) + (1 — po)ps | 24,2, &)

For &, we have,

Gi(x) — Gi(w5)] | &1 = Eyy yy [pe(1 — i) + (1 = po)pi — 2pi(1 — ps) | 7, 24, &1
= Eyl,yQ[(l - 2]%)(1)1: - pi) | T, T, 51].

Note that conditioned on &, y1,ys > x > x; for £ . Therefore,

e—(n1—2) e—(1—zi)

Pz = e—(i—z) 4 e—(v2—2) = (i) + e—(y2—i) = b

Thus, we have [G;(z) — G;(x;)] | & = 0.
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For &, where y1,y0 € [—1,2 + z; + 1), we define ¢} = (z + x; + 1) — 11 and yh =
(x + z; + 1) — yo. We may assume that y; > yo wlog. We always have y; < v} and v}, 9} €
[—1,2 4+ z; + 1]. By further defining p; = Prly} =; v | z;] and p/, = Prly] =, v5 | x|, we
have p, = p., p., = p;.Then, we leverage the symmetry property and cancel some terms in
&;. Because Dy is uniform, we can always map y; to y; and map y» to y, when calculating

expecation. Thus,

Gi() | &

1
= = (Byuzua i1 = p2) + (1= e | 31,2, 8]

2

+ By i1 = p2) + (L= pps | 22, 63] )
. (A.12)
+ 5 (Bussun 10— 9 + (1= B0, | 23,2, €
+ Eylﬁm [pi<1 - pw) + (1 - pi)p:c | Z;, x782]>
= EylSy2 [pi + (1 - 2pi>pm | 82] .
Similarly, we have
Gi(zi) | €2 =By, <y, [pi(1 — pi) + pu(1 = p2) | & - (A.13)

Combining Equation A.12 and A.13, we have:

Ey, 4, Gi(x) — Gi(x;) | @, 24, &)
=Ey <y [pi + (1= 2pi)ps | &) — Ey <y [pi(1 = pi) + pa(1 = p2) | &
= Ey1§y2 [p? - 2pxpi +pg25 | 52} > 0.

For &3, we have

Ey1,y2 [gl(x) - gl(‘rl) | x>$i783] = ]Ey1,y2 [ x(l _pi) + (1 _px)pi - 2pl<1 _pi) ’ :Eaxi;gS]
= ]Eyhyz [(1 - 2p2)(pl‘ - pZ) | €, T;, 53]

When y, > x4+ ; + 1 > y1, we have |y; — x;| < |y2 — ;| and thus 1 — 2p; < 0. Then,

e~ lzi—yil e~ (zi—yi][—|z—wi]) e~ le=ul

pi e—lwi—ul 4 e—ly2—wil e—(zi—nl—lz—zi]) 4 e—lya—z| = e—lz—unl 4 e—ly2—=zil P
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Thus, we have E,, <, [Gi(x) — Gi(x;) | z, 2, E] > 0. We may argue that
Ey >y [Gi(2) — Gi(m:) | 2,25, E5] = 0
using similar techniques. Combining all results of &, we have,
By, [Gi(2) — Gi(w:) | @, 2, E5] > 0.

Fact 4 follows by combining the results of &, &, and &;. U

Analysis for Part 3. The main result for part 3 analysis in Lemma 2 can be summarized

by the following fact.

Fact 5. 22 > 0 if 1, € [-1,-0.5] and « € (—a;,1).

T

Proof. This can be proved by a direct application of Fact 4. 0

A.2.4 Lemma 1 and Lemma 2 Imply Theorem 1

Now we may use a standard argument to prove Theorem 1.

Proof of Theorem 1. Let C' = max {@, %} By using a simple Chernoff bound, one
may check that any sub-interval € [—1, 1] of size C' will contain at least k agents with high

probability (the probability is 1 — exp(—0(logn)). Define
Il == [—1, —1 + C]

(A.14)
I, = [-1+ (logn)C,1].

Using Lemma 1 and the fact that G/(z) is bounded away from 0 when = € [—1, z;], One can
see that conditioned on X, with probability 1 — exp(—0(log®n)):

when z;, € Z; and z;, € Is.
This means that no agents in Z, will be part of the k agents output by KT-kNN. In
other words, all the agents returned by KT-kNN are in Z;. Using the fact that C' — 0 when

n, m — oo, we complete our proof.

O
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A.2.5 A Concrete and Small Negative Example

Below is a small example illustrating the poor performance of KT-kNN.

Example 5. We consider 1-dimensional latent space such that X = {x1, 29,23} and Y =
{y1,y2}, where v1 = 0.2, xo = 02,23 = —1,y1 = 0 and yo = 1. We have Let F be the
o-algebra generated by X and Y.

ER17R2 [NK<R17R2) ‘ X>y]

= Prlys =1 v2 | F] - Prlys =2 91 | F] + Prlya =1 y1 | F| - Prlys =2 y2 | F] (A.16)

6_0'2 6_0'8 6_0'8 6_0'2

T 021 08 o024 08 + 02 L 008 =02 1 o038 ~ 0.4576.

Er, r, INK(Ry, R3) | X,

= Prlys =1 y2 | FI - Prlye =391 [ Fl+ Prlyz =1y | F] - Prlyn -5 42 | F] (A.17)

0.2 ) —0.8 -1
__° ¢ ¢ ¢ ~ 0.4327.

_|_
e—02 + e 08 o2 + e~ 1 e—02 + e 08 -1 + e—2

The above analysis shows KT-KNN “thinks” x3 is closer to x1 than x4, who is the real nearest

neighbor of x,

A.3 Missing Proofs for Theorem 2 (Main Positive Results)

A.3.1 Missing Proof for Lemma 3

We first prove Eq. 2.8. Specifically, we need:

Fact 6. For any ye,,ye, € Y and z;,x; € X, we have ’Pr[ygl i Yo,| — Prlye, > yb]’ <

|| —ij||2'
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Proof of Fact 6. We first give an upper bound on Prlys, >; ys,| — Prlye, > ys],

Prlye, =i ye,] — Prlye, =5 ye,|

G_Hxi_:lMlHQ G_ij_yleQ

ey llz o o=llzizyesllz o=llzj—yeyllz o o=llwi—ve ll2

e llzi—ye, |2 e llwi—ye, ll2—|zi—=;]

IN

e~ llwi=yeillz o o=llwi=ye,ll2 e llzi=ye, ll2=llzi—=z;l2 + e llzi—yeyll2+||zi—z;]l2
e llzi—ye; ll2=llzi—ye, |2 (62|‘xi*1j||2 — 1)

e llzi—=ye, llz—llzi—ye, |2 (eQHCCi_-TjHQ + 1) + e 2y llz o o=2llzi—ye,ll2+2]lzi—;ll2

e2llzi—zjlla _ 1

o g = e = 2ll

where the last inequality holds because sz& < § for any x > 0. Similarly, for the lower
bound, we have
Prlye, =i ye,] — Prye, =; ye,]
e llzi—ye, |l2 e l1zi—yeyll2

T o= llmi—yey 2 —llzi=yey |2 —llzj—ye, |2 1z —=yey |2
e +e e +e

e~ llzi—ye, Il2 e zi—ye, ll2+]|zi—zj||2

= e llwimynlle Lo o=llmizunllz o=llziye ll2tllzi—zjllz L o—llzizye, ll2—llzi—z;ll2
e llzi=ye ll2=llzi—ye,l2 (€*2HIF%H2 _ 1)

e llwimye 2= llzi—ye, ll2 (6_2”551'_33]‘“2 + 1) + e 2wy ll2 4 g=2llzi—ye, ll2—2l|zi—=;ll2

e 2llzi—zjll2 _ 1

> —||lzi — 2.

= e 2lzi—zjlle 41 —
Fact 6 follows. O

Fact 7. Using the notations in Lemma 3, we have

Bycynl® | &0, ] = (1), (A.18)

Proof. Note that x > 2x; + c or x; < #5¢. Conditioned on &, we have Agt)Q > ¢— 3+e) 5
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A%) < 2¢. We now get

A
P R | -2
Epenl® 6] = Bz | — 7
1 <ua y1<y2 €7A§’>2 +1 4COSh2(Ag,2)/2)
—c/4 _ 1 -2
(&
> E ' ;
= Byi<ys l6—0/4+ 1 4cosh?(c) | 2}
1— —c/4 1

1+ e~/ 2cosh?(c)

A.3.2 Concentration Among D, D, and D Functions

This section presents concentration results (15 concentrates at D and D concentrates
at D). We aim to design a concentration bound so that we can use 7(n) (quality requirement
of the kNN problem) to determine the sample complexity (the size of n and m). Then we
may use 1, m, and 7(n) to determine the number & of neighbors we can keep.

We need to use Chernoff bounds twice. First, we need to bound the difference between
D(x;, z;) and D(x;, z;). This bound is on the number of agents (i.e., we need sufficient number
of agents to get concentration). We use a multiplicative Chernoff bound here because additive
bounds require an extra (and unnecessary) effort to compute the variance of D(x;, x;).

Second, we need to bound the difference between D(z;, ;) and D(z;, x;). The difference
between D(x;, ;) and D(z;, z;) comes from the extra randomness of £}, (or NK <Rf)i, R;QJ) ).
We first derive an tail bound of NK for partial observation (p < 1) from our tail bound for
full observation (p = 1, Lemma 1). Then, we apply trivial union bound on F to get the

second bound.

Concentration between D(z;,z;) and D(x;, x;).

We use the standard chernoff bound:

Pr(|D(x;, z;) — D(zy, ;)| > 01D(z4, x;)] < 2exp (—MD—ZW n) : (A.19)

Set &1 as 67 - D(x;, z;). We have

2 2
Pr{|D(z;,x;) — D(x;, x;)| > 01] < 2exp (—ﬁ;%) : n) < 2exp (—%1 n) . (A.20)
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Concentration between D(z;,z;) and D(z;,z;). First, we recall the (full-observation)

concentration bound for the NK function in Lemma 1:

S2F;
Pr[INK(Ry, Ry) — Fuil > 8,F.0] < dmexp (— 2 -m) | (A21)

and produce a bound for partial-observation. Our procedure consists of three steps: Step 1.
show that number of alternatives ranked by both agents is Q(p?m) with high probability, step
2. give a tail bound on F conditioned on both agents rank a subset of Q(p*>m) alternatives,

and step 3. combine results from step 1 and 2, then apply a union bound.

Step 1. We first show that m,; = |O; N Oy|, the number of alternatives ranked by both x;
and x4, is no less than p*m/2 with high probability. In our setting: both z; and z; ranks any
specific alternative with probability p (independently). We apply Chernoff bound and have

2 2
Pr lmm > %} >1—exp <—’% . m) ) (A.22)

Step 2. Because the normalized Kendall-tau distance only considers the alternatives ranked

by both agents, we have

Pr||Fiy = Fio| = 62F| = Pr{INK (RO RE) = Fuf| > 628
2 (A.23)
S 4mi7t exp (—52§l’t - my t)

Note that m;, is a random variable and we give the tail bound to Fi,t on the condition of

2
p*m
mi,tz 2

o

Step 3. Combining the conditional tail bound of F and the tail bound of m;., we have,

2

62F;
> 0oF [ miy > %} < 2p°mexp <—21—2t -me) : (A.24)

A

Fiy — Fiy

Pr [ Fi,t - Fz‘,t

5§Fit P’
> 52Fi,t:| < 2p*mexp (— 12’ ~p2m> + exp (—§ . m) : (A.25)

Then, we give a trivial bounds to F;; to simplify the bound. Because normalized Kendall-tau

distance is defined as “the ratio of disagreeing pairs”, we know F;; = E[NK(R;, R;) | X] < 1.
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Recall that p; = Prly; >, y2| and p; = Prly; >, y2], we have

Fi,t = E[NK(Ri>Rt) ’ X] - Eyl,yz [pi(l _pt) +pt(1 _pi) | iUi,-fEt]

26—20 (A26)
> min pil—p _|_p 1_291' =
zi, Tt E[—c,c] ( t) t( ) (1 +e 20)2

Applying this trivial bound on F;; to the tail bound of Fz‘,t, we have,

o

where ¢5 is a positive constant that depends only on ¢. Then, we recall the definition of

1

A J
F,i— Fii| > 52] < 2p*mexp (—c505 - p°m) + exp (_é -p2m> . (A.27)

~

D(x;,x), D(x;,x;) and have,

Pr Hf)(xl,xj) — D(ﬁi,zj) Z 52 | X}
1 . (A.28)
=Pl > 1B = Byl = |Fi = Fial | 2 02| X
tZ{i.j}

By applying a simple union bound, we have,

N

Pr [ D(z;,x;) — D(x;, ;)

> 0y | X]
) (A.29)

1
< 4p2mn exp (—0553 -p2m) + 2nexp (_g 'me

(A.20) and (A.29) give us the following lemma:

Lemma 9. Using the notations in Section 2.4,

A

Pr [ D(x;,xj) — D(z4, )

2514—52‘/’4

1 52
< dp*mnexp (—c505 - p°'m) + 2nexp (—§ -me) + 2exp (_31 . n) .

A.3.3 Proof of Theorem 2

Now we can use Lemma 9 to prove Theorem 2. Let X} denote the set of all k& (ground-
truth) nearest neighbors of z; in terms of latent distance. In the next two corollaries (derived
from Lemma 9), we give an upper bound to lA)(xz, x;) for any z; € &} and give a lower bound

on for any x; such that |z; — z;| > 7(n). Once the lower bound is larger or equal to the
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upper bound, one can see that no agent further than 7(n) will be returned by Anchor-kNN

Specifically, Lemma 9 leads to the following corollaries:

Corollary 1. Under the same setting of Theorem 2, we have

Pr Kmax f)(x,-,mj)) < T

T EX;) ~ 8cxc-lnn

} >1—o(1). (A.30)

Proof. This proof consists of two steps: Step 1. show all k (real) nearest neighbors are close
to x; with high probability, and Step 2. apply Lemma 9 to get an upper bound of lA)(a;Z, ;).
z; — xj|. We first show |z; — &j| <

We need more notations. Let |z; — X™*| = max,, ¢ x-
2cxc - % with high probability. Let random variable n,.,, be the number of agents in

[:ci — 2cxce - %, T; + 2cxc- %} We note that E [nyea] > 2k, and by a Chernoff bound, we have
Pr [nnear > k] >1- €xp (_k/4) :

Also, when npear > k, we know all k (real) nearest neighbors are no further than 2cxc - %
We have
k
Pr {LT, — ;| < 2cxe- —] >1—exp(—k/4).
n

Recall that D(x;, ;) < |z; — z;| (Lemma 3), we have

Pr Kmax D<x,-,mj)> < 2cxc- g] >1— exp (—k/4).

ijXk

Using that 2cxc- & = 0(72(n) - In"" n), we have

Pr Kmax ]D(:Ei,wj)) > ﬂ} < exp (—k/4). (A.31)

T EX; T2cxc-Inn
Recalling the conclusion of Lemma 9 and letting 6; = d; = §/2, we have
Pr [ ﬁ(mi,xj) — D(x;, x;)

2 c50° 9 1 52
§4pmnexp _Tpm + 2n exp —gpm + 2 exp _En .

25|X}
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Letting § = 7 we have

9cxcelnn?

Pr [‘D(%l,ilfj) — D(.I'i,il?j)

> ) x]

~ 9cxc-Inn
2 4
2 Cs p°m - 74(n) Ly
< 4p“mn exp <—324C%(02 S > + 2nexp (—g P m> (A.32)
1 n-7(n)
2 — . .
+oexp ( 972¢% 2 In*n >

Combining (A.31-A.32) through union bound, we have

pr | (g Do)

2 4
c p‘m - 7(n 1
> 4p*mn exp <_324;§<02 . 2 n( >> + 2nexp (_é -p2m>

1 n-7mn)

S4cxc Inn

+2€Xp<— )-+emx—k/®.

When m = w (pzli?n) -In? ( In” )), T(n) = w (vlnn-n*1/2>, n = w(l), and k = w(1),

p?-74(n)

all four terms will become o(1) and Corollary 1 follows. O
Using a similar analysis, we also have

Corollary 2. Under the same setting of Theorem 2, we have

Pr[( min D(Ii,xj))> ()

lzi—z;|>7(n) ~ 8cxc-1lnn

}21—oay (A.33)

Theorem 2 follows from Corollary 1 and Corollary 2.

A.4 Near Neighbor (NN) and Preference Completion (PC)

This section examines the relationship between the near neighbor problem and the

preference completion problem.

The preference completion problem uses the partial rankings Rf) of all agents to infer the
ground-truth rankings. We define the latent/ground-truth ranking of agent i to be L; =
(Yjrs -+ Yj) such that 8(x;,y;,) > 0(x;,y,,) > -+ > 0(x;,y,.), where the ties are broken
arbitrarily. We focus on recovering L, instead of R; because R; can be viewed as noisy

observations of the true signal L;.
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We now explain how any k(n)-NN solver (defined in Section 2.2) can be used to solve
the preference completion problem. We use the widely known technique (see e.g., [2]) and

include the explanation and analysis outline for completeness.

kNN-based preference completion algorithm. For any agent i and any k(n)-NN solver
with parameter 7(n), let X}y be the output of the solver. We first define the the pairwise

comparison estimator:

. #Agents prefer y,, over y,, in Xy

Prlye, =iy, | zi] = X (A.34)
ENN
Then we define the score function
Si(ye) = > I(Prlye, =i ye, | 7] > 0.5). (A.35)
Le[m]
Then our estimator f/z is

We shall refer to L; as the standard preference estimator because most of the preference

aggregation algorithm operates in a similar manner (see also Algorithm 12).

Algorithm 12: Standard preference estimator

1 Input: X\ returned by a kNN solver, agent ¢

2 Output: L;

) __ #Agents prefer yy, over yy, in X7}
3 Compute Pl“[ygl i Yoy | ;L‘Z] = X*l 2 ENN
k

NN’

4 Compute S;(ye) = D e HPr[ye, =i e, | @3] > 0.5).

5 Find (61,62, s 7€m) such that S@<£1) Z Sz(€2> Z cee 2 Sz(gm)
6 Return L; < {f1,--- ,ln}.

Below is the main result.

Lemma 10. If X}y in Algorithm 12 is returned by an k-NN solver with parameter T(n),

then NK(fzi,Li) = o(1) when p*k > ITOZg(an)L
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Proof. First, by using Fact 6, we can see that
max  |Prlye, =i ye, | 7] — Prlye, =5 ye, | z]| < 7(n).
T €XENN

Then by using a standard Chernoff bound over all the agents in X}}yy, we have

62,
25+T(n)]§2exp —g-pk )

Pr Hﬁr[ygl =i Yoy ’ xz] - Pr[yél =i Yto | xl]

Recall that £;(y;) is y,’s ranking in the ground-truth list L,. Using the fact that p*k >

log?n
72(n)

and a union bound, we have

Pr 36,2 [Prlys, =i ya] = Prly = | = 27(m)] <07

The exponent 10 is chosen arbitrarily and is not optimized. Note that £(ye,) < L(ye,)
if and only if Prly,, = e, | ;] > 3. Together with the fact that Dy are near-uniform, we

have

~

1Li(ye) = Liye)| = o(n),
whic implies NK(£;, £;) = o(1). O

We may use a similar technique to prove that KT-kNN cannot produce an L, in rea-

sonable quality:

Lemma 11. Let Xy be the return of Algorithm KT-kNN. NK(L;, L;) = O(1) even when

n — 0o, m — 0o, and p = O(1).
A.5 Details of the Experiments

A.5.1 Synthetic Data

The case d = 1. We now explain the setup for producing Figure 2.2(a-c). We let Dx = Dy =
Uniform([—c, ¢]), n = 5000, and m = 42586 ~ nlnn. This scale is closer to publicly avail-
able data. The preferences are generated according to the distance-based random preference
model. The pairwise (prediction) error is defined as [Prlys, = ve, | i) — Prlye, = ve, | 24]|.
The average latent distance is the average of the latent distances between z; and z; for all

x; from the output.
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We also examine the NN problem under different settings of ¢ and 6(x, y) and produce
the prediction error for different algorithms, including Anchor-kNN,KT-kNN and Ground-

Truth-kNN. See Figure A.2. Our conclusion remains unchanged.

[--=-KT-73NN - - Ground Truth-73NN — Anchor-73NN |

c=1, 0 (x,y) = exp(-|x-y|) c =2, 0 (x,y) = exp(-|x-y|) c=1, 0 (xy) = exp(-x-yf) ¢ =2, 0 (xy) = exp(-lx-yf)
0.4 0.8 0.8 1
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o A o, o 3] e Q A i
go3r /% N §06r 7 ~ 506 FANAN §081 i i
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Qo2f / V% Qoal /% 7 A Qoaf /4 N e i Py
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Figure A.2: Validation for different ¢ and 6(z,y) when k = 73 ~ In*n (a) ¢ = 1 and

0(x,y) = e 4. (b) ¢ =2 and 0(z,y) = e Y. (c) c=1 and
B(x,y) = e o9 (d) ¢ =2 and §(z,y) = e,

The case 1 < d < 10. In Figure 2.2d and 2.2e, all settings are the same as 1D except that
we let Dy = Dy = Uniform ([—22/d_1, 22/d_1}d). In this way, the volume of the latent space
remains a constant for different dimensions.

High dimensional space and low m. We also examine the case when m is much smaller
because Theorem 2 suggests that Anchor-kNN’s performance is “reasonable” even when m
is small. We set n = 5000 and m = 618 ~ In®n. We note that Anchor-kNN consistently
outperforms KT-kNN in terms of both average latent distance and prediction error. See

Figure A.3 for the result.
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Figure A.3: Simulation on small m (m ~ In®*n). (a) Average pairwise probability

prediction error (|F3r (Yo, =i Yo, | Ti] — Prlye, =i ye, | 4] |) for different

k € [101,1601]. (b) The average latent distance between z; and its
predicted 801 near neighbors. (c) Pairwise prediction error when

k =801 (optimal k for ground-truth kNN). (d) Validation for high
dimension (1 ~ 10 dimensional latent space). Let k£ = 73 ~ In*n and
measure the prediction errors when k = 73. (e) The average latent
distance (k = 73).

A.5.2 Real Dataset

Dataset. Our experiments closely follow [2]. We used the Netflix dataset [33], [34], which
contains more than 100 million ratings from 480 thousand users on around 18 thousand
movies. The ratings are integers between 1 and 5.

We apply a standard procedure to translate rating data into ranking data [1]. We take
1000 movies with the most ratings and randomly extract 500 users who rated more than 100
different movies. We use 45% of the triples (user-id, movie, rating) as the training set and
55% of the triples are split into testing set. We drop users if they have fewer than 50 ratings
in the training set and fewer than 10 ratings in the testing set.

Our evaluation metrics include Kendall’s tau coefficient, Spearman Rho, Precision@5
and NDCG@5. Kendall-Tau and Spearman Rho measure the rank correlation between the
predicted ranking and the ground-truth. Precision@5 and NDCG@5 evaluate the effectiveness
of the predicted ranking in the top items. For all the metrics, a higher score indicates better
performance. In Precision@b5, we assume that any rating equals to 5 corresponds to a relevant
item. See also [7].

We compare Anchor-kNN with KT-kNN and a standard collaborative filtering algo-
rithm. The collaborative filtering algorithm uses cosine similarities as the distance metrics.
All the algorithms use the standard preference estimator (see Algorithm 12). We examine

these algorithms’ performance for different k. Table 2.1 shows the full results.
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Table A.1: Summary of results on Netflix dataset; expanded version of

Table 2.1.
KT coefficient | CF KT-kNN  Anchor-kNN | Spearman CF KT-kNN  Anchor-kNN
k =5 0.0531 0.0548 0.0989 0.0787 0.0811 0.1462
k=10 0.0883 0.0977 0.1456 0.1306 0.1436 0.2143
k=15 0.1199 0.1259 0.1646 0.1770 0.1860 0.2423
k= 20 0.1365 0.1444 0.1771 0.2010 0.2127 0.2599
k= 25 0.1403 0.1570 0.1869 0.2214 0.2307 0.2742
Precision@5b CF KT-kNN  Anchor-kNN | NDCG@5 CF KT-kNN  Anchor-kNN
k =5 0.3286 0.3386 0.4045 0.7886 0.7848 0.8186
k=10 0.3977 0.4091 0.4559 0.8126 0.8178 0.8389
k=15 0.4291 0.4573 0.4850 0.8290 0.8382 0.8526
k= 20 0.4432 0.4659 0.5091 0.8435 0.8442 0.8616
k= 25 0.4718 0.4823 0.5077 0.8486 0.8500 0.8639
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B.1 Additional Discussions About the Motivating Example

B.1.1 Detailed Settings About Figure 4.1

In the motivating example, the adversary’s utility represent maxg.|jz—.|, u(z, 2 t),
where u(x, 2, t) is the adjusted utility defined above Lemma 13. We set the threshold of ac-
curacy t = 51% in Figure 4.1. In other words, the adversary omitted the utilities coming from
the predictors with no more than 51% accuracy. To compare the privacy of different years,
we assume that the US government only publish the number of votes from top-2 candidate.
The ¢ parameter plotted in Figure 4.1 follows the database-wise privacy parameter o aq(z)

in Definition 6, where ¢ = In (@) One can see that the threshold t =

0.49 which matches

the setting of Lemma 13. In all experiments related to our motivating example, we directly

calculated the probabilities and our numerical results does not include any randomness.
B.1.2 The Motivating Example Under Other Settings

Figure B.1 presents different settings for the privacy level of US presidential elections

e€

ec+1°

(the motivating example). In all our settings, we set t = Figure B.1 shows similar
information as Figure 4.1 under different settings (threshold of accuracy t € {0.5,0.51,0.6}
and ratio of lost votes = 0.01% or 0.2%). In all settings of Figure B.1, the US presidential
election is much more private than what DP predicts. Figure B.1(d) shows that the US
presidential election is also private (6 = o(1/n) and € ~ 0.4) when there are only 0.01% of

votes got lost.

B.2 Additional Related Works and Discussions

Quantized neural networks [137]-[140] were initially designed to make hardware im-
plementations of DNNs easier. In the recent decade, quantized neural networks becomes
a research hotspot again owing to its growing applications on mobile devises [141], [74],
[142]. In quantized neural networks, the weights [143]-[147], activation functions [148]-[151]
and/or gradients [73], [152]-[154] are quantized. When the gradients are quantized, both the

Portions of this chapter have previously appeared as: A. Liu, Y. Wang, and L. Xia. “Smoothed differential
privacy.” 2021, arXiw:2107.01559.

110
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Figure B.1: The privacy level of US presidential elections under different
settings.

training and inference of DNN are accelerated [73], [92]. Gradient quantization can also save

communication costs when the DNNs are trained on distributed systems [142].

B.3 Detailed Explanations About DP and Smoothed DP

In this section, we present the formal definition of “probabilities” used in Justification 2
of DP and smoothed DP. To simplify notations, we define the d-approximate max divergence
between two random variables Y and Z as,

D’ (Y||Z) = max [m (M)} : (B.1)

SeSupp(Y): Pr[Y €8]>6 Pr[Z € S]
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where Supp(Y') represents the support of random variable Y. Especially, we use Do (Y||Z)
to represent the D° (Y'||Z), which is the max divergence. One can see that a mechanism M
is (€,6)-DP if and only if for any pair of neighboring databases z, 2": DS (M (z)||M(2)) < e.
The next lemma shows the connection between Do (Y||Z) and D2 (Y||Z).

Lemma 12 (Lemma 3.17 in [58]). D?_(Y||Z) < € if and only if there exists a random variable
Y" such that A(Y,Y') <6 and Do(Y'||Z) < €, where A(Y, Z) = maxs | Pr[Y € 8] — Pr[Z €
s)|.

In [58], “% > e happens with no more than ¢ probability” means that there
exists a random variable Y such that Dy (M(2)||Y) < e and A(Y, M(2’)) < 4. In other
words, this means: with modifying the distribution of M(2') by at most § (for its mass), the
probability ratio between M(z) and the modified distribution is always upper bounded by

e. By now, we explained the meaning of “probability” in [58].

B.4 An Additional Justification of Smoothed DP

Justification 3: d. am(x, ") tightly bounds Bayesian adversary’s utilities.
We consider the same adversary as in Justification 1. Since the adversary has no information
about the missing entry, he/she may assume a uniform prior distribution about the missing
entry. Let X; € X denote the missing entry. Observing output a from mechanism M, the

adversary’s posterior distribution is

PrlalX;, x_;] - Pr[X;|z_;]
Pria|z_;]
_ PriM(z_; U{X;}) = a] - Pr[X]]
>y (PriM(z_; U{X"}) = d] - Pr[X"])
_ PriM(z_; U{X;}) = d
> x PriM(z_; U{X"}) = a]’

Pr(Xila,z_;] =

A Bayesian predictor predicts the missing entry X; through maximizing the posterior prob-
ability. Then, for the uniform prior, when the output is a, the 0/1 loss of the Bayesian
predictor is defined as follows, where a correct prediction has zero loss and any incorrect

prediction has loss one.

lor(a,z_;) = 0% max (Pr [Xila,z_;]) + 1% - (1 — max (Pr [X;]a, ZL‘_Z])>
(B.3)
=1 — max (Pr[X;|a,z_;])

)
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Then, we define the adjusted utility of adversary (in Bayesian prediction), which is the
expectation of a normalized version of £y.;. Mathematically, for a database x, we define the

adjusted utility with threshold t as follows,

u(t,x_;) = S max (anvt(x_iuxi) [max {0,1—t— 60_1(a)}D . (B.4)

1-t xi
In short, u(t,z_;) is the worst case expectation of 1 — ¢y, while the contribution from
predictors with loss larger than 1 — ¢ is omitted. Especially, when the threshold ¢ > 1/|X|,
an always correct predictor (£5; = 0) has utility 1 and a random guess predictor ({o.; = 1 —
1/|X]) has utility 0. For example, we let X = {0, 1} and consider the coin-flipping mechanism
M with support X', which output X; with probability p and output 1—X; with probability
1—p. When p = 1, the entry X; is non-private because the adversary can directly learn it from
the output of M¢p. Correspondingly, the adjusted utility of adversary is 1 for any threshold
t € (0,1). When p = 0.5, the mechanism give a output uniformly at random from X’. In this
case, the output of M cannot provide any information to the adversary. Correspondingly,
the adjusted utility of adversary is 0 for any threshold ¢ € (0.5,1). In the next lemma, we

reveal a connection between the adversary’s utility v and de p(z, 2') + de (2, ).

Lemma 13. Given mechanism M : X" — A and any pair of neighboring databases z,x' €

X",

€

u(eee—i— 1,SCﬂSL'I) <dem(z,2') + de (2!, ).

Lemma 13 shows that the adjusted utility is upper bounded by d. . Especially, when
|X| = 2, we provide both upper and lower bounds to the adjusted utility in Lemma 14 in
Appendix B.5.1, which means that d. p(z,2") is a good measure for the privacy level of M
when |X| = 2. In the following corollary, we show that J. r¢(z) upper bounds the adjusted

utility of adversary.

Corollary 3. Given mechanism M : X™ — A and any pair of neighboring databases z,x’ €
X'ﬂ

)

€

€ /
u<66+1,xﬂx> <26 pm(). (B.5)
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d in smoothed DP bounds the adversary’s utility in (Bayesian) predictions
under realistic settings. Following similar reasoning as Justification 1, we know that the
utility under realistic settings (or the smoothed utility) of the adversary cannot be larger

than 24. Mathematically, a (e, §, IT)-smoothed DP mechanism M can guarantee

max (E%;r [u(:v,x', ‘ )}) <2-4. (B.6)
7eln e+ 1

B.5 Missing Proofs for Section 4.3: Smoothed Differential Privacy

To simplify notations, we let duqs.(z,2’) = (Pr[M(z) € §] —e*-Pr(M(2’) € §]). In

the next section, we tightly bound d, .
B.5.1 A Tight Bound

Lemma 14. Given X such that |X| = 2 and mechanism M : X™ — A and any pair of

neighboring databases x,x' € X",

€

u( ¢ ,xﬂx’)<d€7M(x,x')+dE7M(m’,x)§3-u<

,x N ’).
€€+1 x X

ec+1

Proof. To simplify notations, for any output a, we let
pla) =Pr[M(z) =a] and p'(a)=Pr[M(z')=d.

Then, we define the utility of adversary when the database is x

1
u(z, 2 t) = h EaM(a) [max {0,1—¢t—tlor(a,z x')}]

Let X; be the different entry between x and z’, we have,

u(t,z N ') = max [u(z, 2, t)].

k3

To further simplify notations we define the adjusted utility with the threshold for output a

as follows.
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Note that the threshold is for the utility (not for the accuracy). Then, it’s easy to find that

€

, € ):E < ,e€—1>
u(z,x,e€+l aNM(I){u a,:c,a:,ee+l .

Using the above notations, we have,

ef—1

an xr (7 J /7 )
M()[u a,r,T e 11 ]
P'(

_ pla) —p'(a) e —1 Pla) —p(a) e —1
= > - (p(a)+p’(a) —ee+1)+a:p,(z p(a).( s _e€+1>'

a:p(a)>ec-p’(a) a)>ec-p(a)

p(a)

Then, we let r = (@) and analyze the first term,

Then, we analyze maxgs dys.(z,z').

max dpmse(z,x') = Z pla) — e -p'(a) = Z pla) - r—e

a:p(a)>ec-p’(a) a:p(a)>ec-p’(a)

For the upper bound of utility, we have,

2 N 2 (r—e)
- max dmse(z,z') = Z pla) ———

€41
e a:p(a)<ec-p’(a)

ef —1
< the first t fE, . (’ )
e nirst term of Kgoam(x) {u a,r,T 1

By symmetry, we have,

2
ec+1

c—1
- max dm,se(2',z) < the second term of E,prq(x) {u(a, v, - 1)} :
65

The upper bound part of lemma follows by combining the above two bounds. For the lower
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bound, we have,

2 N 2 (r—e
- max dmse(zr,z') = Z p(a) - T 3.,

c+3
et a:p(a)>ec-p’(a)

ef—1
>th ﬁ tt f]EaN x <7 9 ,7 ) ‘
= € 1rs erm o M(){u a,xr,x 66+1

By symmetry, we have,

2 c—1
g max dm,s,e(2', z) > the second term of E,rq(z) {u (a, x, 7, Ze n 1)} .
The lower bound part of lemma follows by combining the above two bounds. 0

B.5.2 The Proof for Lemma 13

Lemma 13 Given mechanism M : X" — A and any pair of neighboring databases

x, 2 e X",

66
,ﬂ’><de cx) +d, ' x).
u( o) < dem(a) + desae! )

Proof. We assume that X = {X;,---,X,,}. Then, using the notations in the proof of

Lemma 14, we know that

1
u(t,x_;) = 17" max (EaNM(z,iuxi) [max {0, 1—t— 60_1(a)}D
1 max; PrM(z_; U{X;}) = a
B (E‘“M“iuxﬂ{max{o’ S ey PrM(z_; U{X'}) = d] a
1 max; PrM(z_; U{X;}) = q]
< — X —
=1 R (EGNMWUX“ {max {0, > e PrIM(z_; U{X}) = t}]

where X* C X, |X*| = 2 and argmaxy/cx PriM(z_; U{X'}) = a] € X*. In words, X* is
a set of two missing data while the MLE prediction is included in the database. Now, we
reduced the wu(t,z_;) of general X to a set of two possible missing data. Then, Lemma 13

follows by the direct application of Lemma 14. O
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B.5.3 The Proof for Lemma 7

Lemma 7 (DP in . p(x)) Mechanism M : X™ — A is (¢, 0)-differentially private if
and only if,
max (56,/\4(3:)) < 0.

TeX™
Proof. The “if direction”: By the definition of d. (), we know that,

dem(r) 2 St lrea <1 (dats ez, 7).

Thus, for all z € X", we have 0 > 6, m(2) > maxg zjg—ar| <1 (dM,&E(x,a:’)), which is
equivalent with
For all z, 5 HmaxH (PriM(z) e S]— e -Pr(M(a’) € §]) <9
x| |le—x' |1 <1

& For all S, z, 2" such that ||z — 2/||; < 1,Pr[M(z) € §] < e - PrM(a') € S]+0.

One can see that the above statement is the same as the requirement of DP in Definition 5.
The “only if direction”: In the definition of DP, we note database x and 2z’ are inter-

changeable. Thus,

For all S, z, 2" such that ||z — 2'||; < 1,Pr[M(z) € S] < e -Pr[M(z') € S|+
& Forallz, max (PrM(z/) €S]—e - PriM(z) € S]) <6

S,x:||z—2'||1 <1

< For all z, S,x:||I§1gc}/(||1g1 (dM,s,E(x',OC)) <d

Then, we combine the bounds for dy s (2', ) and dys(z,2"). Then, for all x € X",

— / /
56,./\/1('7;) = max <0> S,x’:||rzili1:§||1§1 (d/\/l,S,e(xax ))7 S,x’:||rzili1§||1§1 (d/\/l,S,e(x 7'73)))

< max (o, 5 5) — 5

By now, we proved both directions of Theorem 7. 0J
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B.6 Missing Proofs for Section 4.4: The Properties of Smoothed
DP

To simplify notations, we let dys.(z,2') = (Pr[M(z) € §] — e - Pr[M(2’) € §]) in

all proofs of this section.
B.6.1 The Proof for Proposition 2

Proposition 2 (post-processing). Let M : X" — A be a (¢,06,1I)-smoothed DP
mechanism. Given f : A — A be any arbitrary function (either deterministic or random-

ized), we know fo M : X" — A’ is also (e, 6, 11)-smoothed DP.

Proof. For any fixed database x, any database ' such that ||z —2’||; < 1 and any set of

output S C A", welet T ={y € A: f(y) € A'}. Then, we have,

Pr [f(M(z)) € S] =Pr[M(z) € T]
< e -PrM(z) € T]+ 0em(x)
= ¢ - Pr[f(M(2)) € S] + dem(a).

Considering that the above inequality holds for any pair of neighboring x, 2’ and any S, we

have,

Vo, Ocpm(z) > max (dfoM,37€(x,x')),
S,z’:||lz—a'||1<1

where, dfom,s.(z,2') = (Pr[f(M(z)) € S] — e - Pr[f(M(z')) € S]). Using the same

procedure, we have,

Vo, Oepm(z) > max (dfoM,&E(l’,, x)),
S,z':||lz—a'||1<1

Combining the above two inequalities, we have,

VZL‘, 567/\4(:5) Z 5e,foM(x)'

Then, for any 7,

Exwﬁ [56,/\4(1')] > Exwv_r’ [5e,foM (I)} :
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Thus,

max (Epvz [0,(2)]) 2 max (Bpr [0, romn()])
Then, Proposition 2 follows by the definition of smoothed DP. 0

B.6.2 The Proof for Proposition 3

Proposition 3 (Composition). Let M; : X" — A; be an (€, 6;,11)-smoothed DP
mechanism for anyi € [k]. Define My : X" — T, A as M (z) = Mi(z), -+, Mg(z)).
Then, My is (Zle €, Zle i, H> -smoothed DP.

Proof. We first prove the k = 2 case of Proposition 3.
By the definition of das(x,2’), for any S; € A; and any 2’ such that ||z — 2'||; <1,

dM1,51,E1 (l’, iL‘l) =Pr [Ml(l’) € Sl] — e - Pr [M(.TI> € 51]
Pr [Ml(l’) S 81] — d/\/l1731,61 (LL’, ]I/>
Pr M, () € 1]

= e,

Similarly, for for any S, € A, and any 2’ such that ||z — 2'||; < 1, we have,

Pr [Mg(ﬂ?) € 82] — dMQ,g%ez (x, I,)
Pr [MQ(Z'/) € 82]

= e“.

Combining the above two equations, we have,

Pr [Ml(l’) S 81] — thSl,El (l’, JI/> . Pr [MQ(x) < 82] — dM2732’62 (]3, $/>
Pr M, (7) € &1 Pr Mo () € o)

- Pr (M (z) € & ] - Pr(Ma(z) € So] — (dmty 51,00 (%, 77) + dty 5,00 (7, 7))

- Pr [Ml(.Z/) € 81] - Pr [MQ(ZL‘/) € SQ] ’

€€1+€2 _

which is equivalent with,

dM17$1,€1 (.Z', lJ) + dM2,527€2 (:L‘, .Z'/)
< Pr[M,(z) € 8] - Pr[My(z) € Sy (B.7)
— et (Pr(M,(2) € 8i] - Pr[My(2') € Sa).

Note that in the k = 2 case, Mpy(z) = (M;(z), Ma(x)). Thus, for any z € X, we have
Pr [Mpy(z) € 8 X 8] =Pr[M;(z) € &] - Pr[My(z) € S,]. Combining with (B.7), for any
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S € A x Ay and any x, 2’ such that ||z — 2/||, < 1,
1

Aty 5,610 (T, 7)) = Pr[My(z) € §] —e*2 - Pr [My(2') € S]

> dM1,31,51 ({L‘, lj) + dMg,Sg,ez (l‘, {L‘/).

By symmetry, for any S € A; x Ay and any z, 2’ such that ||z — 2'||; < 1, we have,

dM[k]7$:€1+€2 (xla x) > dpy, 81,6 (1'/7 :L‘) + Ay, Sze9 (xl7 Q?)
Then, we the definition of d. a(),

561-&-627 My (x)

/
= mnax (07 S,x’:|ﬁlfa9§||1§1 (dM[k],S,elJrez (SC/, Q:))7 S,x’:|ﬁ1?§||1§1 (dM[k],$,€1+€2 (LC, T )))

> 551,/\/!1(55) + 552,/\/[2 (CL’)

By the definition of the smoothed DP, we proved the k = 2 case of Proposition 3. We prove
the k > 2 cases by induction. Here, My, is treated as (./\/l (k—1] ./\/lk) Then, My will reduce
to M,—1) by applying the conclusion in k = 2 case. 0

B.6.3 The Proof for Proposition 4

Proposition 4 (Pre-processing for deterministic functions). Let f : X" — xn
be a deterministic function and M : X" — A be a randomized mechanism. Then, Mo f :

X" — A is (e,8,11)-smoothed DP if M is (e, 6, f(I1))-smoothed DP.

Proof. According to the definition of smoothed DP, for any fixed database x € X™, we have
that
(dMof,S,e<x7 ZE/)) ’

(dmor.se(@, fC))) 7

Se. Moy (T) & max (O,

max max
S, |z—a’||1<1 Szt lz—a'|[1<1

where dyofs.e(z,2') = (Pr [M(f(z)) € §] — e Pr [M(f(2')) € S]).

Similarly, for mechanism M and any fixed database a € X™, we have,

A / /
65,/\/1(@) = max <07 S,a’:ﬁ?fagﬂlgl (dM,S,e(a7 a ))7 S,a’:\I\tIzlEE?ngl (dM,S,e(a 70’)))7
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where dys.(a,a’) = (Pr (M(a) € 8] — e - Pr[M(d) € S] ) For any fixed database x, we
max Apor S.e l’,xl
S»I/:le—x'nlgl( wof (7))

= max  (Pr[M(f(z)) € S] —e - Pr[M(f(z') €S])

S,al:||lz—2']|1<1

= max  (Pr[M(a) € 8] — e Pr [M(f(z)) € S])

S,x':||z—a'|[1<1

Note that f is an deterministic function. Thus, for any database x and 2’ such that different
on no more than one entry, we know that f(x) and f(2’) will not have more than one different
entries. Then, we have,
max  (dyopse(z,2')) < max  (Pr{M(a) € §] — e - Pr[M(a) € §])
S,z’:||lz—a'|[1<1 S,a':|la—a’|[1 <1

= /
N S,a’;\ﬁlﬁgnlgl (dM,S,e(a, a ))

By symmetry, we have,

/ < , '
Sw’ﬂfarclii?\llg (d,/\/lof,S,e<~T 713)) > S,a’:|I\£l?j§H1§1 (dM,S,e(a ,CL))

Combining the above two inequalities with definition of smoothed DP, for any fixed x and
a = f(z), we have

e, Mof () < 0e pm(a).

When z ~ 7, we know that a ~ f(7). Then,

opm=_max (Egez, [0, m(a)]) = max (Epz, [0 m(f(2))])

o € (II) T €1

Z F{nealii% (Exwﬁz [56,/\/10]”(55)]) == 5,/\/lof7

where 0 (Or daof) is the smoothed DP parameter for M (or M o f). O

B.6.4 Proof of Proposition 5

Proposition 5 (Distribution reduction). Given any €,6 € R, and any I1; and I,
such that CH(I1;) = CH(Ily), a anonymous mechanism M is (e, 0,11y )-smoothed DP if and
only if M is (€,0,Ily)-smoothed DP.
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Proof. We let I1* = {7}, -, 7} denote the vertices of CH(Il;) or CH(II;). Then, for any
distribution m € ITy, 7 = >°%_| ;- 7}, where 37 a; = 1 and «; € [0,1] for any j € [p]. Let
7_; to denote the distribution of the agents other than the i-th agent. Then, we know

Pr(z|7] = Prlz_; U {X;}|7] = Prlz_;|7_] - Pr[Xi|m] = (Z o, - Pr[X;|m) ]),

where Y7, a;; = 1 and a;; € [0,1] for any j € [p]. Considering that the above decomposi-

tion works for any database, by induction, we have,

n p n p

HZ ajq - PriXi|m}]) :HZ(aj,i'Pf[ﬂffﬂﬂ)
= > [(H%) Prlz|( ]17'“77T;n)]]'
J1,5dn€[P]

The above inequality shows that any for @ € 11,

Eavsliatel = 3 [(H% ) M;l,---,w;nﬂde,mx)]]
J1s s in €]

Considering that the above inequality holds for any 7 € CH(II,), then,

max (E,z [0, m(2)]) < nax (Egnt [0, m(2)] ).

rEIy

Also note that II* C II;, we have,

max (Ex,\,ﬁ [0, m()] ) > max (]ExNﬁ [0 m()] )

Tellp Fel*n

Then, by symmetry, we have,

max (E,z [0, m(2)]) = max (Euz [0, m(2)]) = max (Epez [6e m(2)] ).

7ell} Tl Felly
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U

B.7 Missing Proofs in Section 4.5: The Mechanisms of Smoothed
DP

B.7.1 The Missing Proof for Theorem 8

Theorem 8 (The DP and Smoothed-DP for SHM). Using the notations in
Algorithm 7, given any strictly positive set of distribution 11, any finite set A and any n,T €

Z., we have the following properties on My,

1°(Smoothed DP upper bound) My is (e,exp (- @((n_T)Q)),H>—smoothed DP for

n

any € > In (nQ_—"T)

2°(DP lower bound) For any e > 0, there does not exist 6 < L such that My is

(€,0)-DP.
3°(Tightness of 1°) For any € > 0, there does not exist § = exp(—w(n)) such that My
is (¢, 6, I1)-smoothed DP.

Proof. We present our proof of 1° in the following three steps.
Step 0. Notations and Preparation.

Let H 2 hist(Xy,---,X,) (and h £ hist(X,, - --

database (the T samples). H; (and h;) denote the i-th component of vector H (and h).

, X)) denote the histogram of the whole

Let m = |A| be the size of the finite set A. Note the sampling process in My is without
replacement. Then,
S 1 & (H;
Pr [h|H] = @ 11 <h>
Then, we recall privacy loss when the output is h. This loss, 0 MH,E,e(ﬁ , H' ), is mathematically
defined as

- —

Oy ic(H, H') 2 Pr [h|H] — e Pr [h|

!/

T

[E—}

;-U

—

=l
aul

T

i)

= Pr VL‘H:‘[} (1 — e

o
!
e

where H and H' is different on at most one data. We sometimes write 8 My ﬁe(ﬁ H ) as

5,;([?[ , H') when the context is clear. Also note that S can be any subset of the image space



of My. Then, for any neighboring H and H’ , we have,

max ds(H, H') = > G(H H).

Step 1. Bound 6§(H) and maxs ds(H, H').
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W.l.o.g., we assume that H’ has one more data of the i;-th type while has one less data of

the 75-th type. Then,

By the definition of 55(.7:7, FI’), we have,

- - Pr [h|H'
67(H,H'") = Pr [h|H] 1—65'L‘_,}
Pr [h|A]

he

< Pr [ ] (1_66. (1- H))

hi,

Thus, when T

.-

Pr [ﬁ|ﬁ] for any h. Then, we combine the above results with (B.8) and we have,

max ds(H, H') = > oy(HH)
h: 65 (H,H')>0
< > Pr[hld]
h:hi, >(1—e=<)H;,

=Pr[h, > (1 —e ) H, |H].

Note that E[h;,] = £ - H;,. We apply Chernoff bound and have,

S r
n

1 (1-ec—T\
I ' e
maxds(H, H') <min | 1, exp —3° (—”) - H;

> 1— e, we always have (55(}?, H') < 0. We also note that (55(}?, i <
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Letting c =€ — In (%), we have,

- o ) 1—e )2 (n-T\>
mgxég(H,H)gmm(l, exp(—( 3 ) ( T ) HZ)>

Using the same procedure, we have,

T , 1—e )2 (n—-T\"
mgxég(H,H)gmm(l, exp(—( 3 ) ( T ) H,))

By the definition of smoothed DP, we have,

5(ﬁ) — max (O, max 53(]‘? H) max 5S(ﬁaﬁ/)>

s, || H-A]] <1 C O s ||[H-f]| <1

< min (1, exp <_(1 _;C)Q . (” ;T)Q <m1nH>>> .

—

Step 2. The smoothed analysis to §(H).

We note that Il is f-strictly positive, which means any distribution 7 € II's PMF is no less
than f. Here, f can be a function of m or n. f-strictly positive will reduce to the standard
definition of strictly positive when f is a constant function. Given the f-strictly positive
condition, by the definition of smoothed DP and for any constant ¢ € (0, 1), we have,
6 =Ez[6(H)]
< Pr [minHi >(1—cy)- f(m,n)- n} E [5(ﬁ)|mlnHZ >(1—cy)- f(m,n)- n]
+ Pr [mlnHZ < (1—=¢)- f(m,n) n} -E [5(ﬁ)|m1nHZ <(1—=¢)- f(m,n) n}

<E [5(ﬁ)]minH¢ > (1—=c3)- f(m,n) n] + Pr [minH,- <(1=c¢cp)- f(m,n)- n] :
Then, we apply Chernoff bound and union bound on the second term.

Pr [miinHi < (1—=¢)- f(m,n) n] < ZPI [H; < (1 —cg)- f(m,n)-n]

< m-exp (—(C;)Z - flm,n) - n) — exp (—<C;>2 - f(m,n) - n+ lnm) .
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For the first term, we directly apply inequality (B.9) and have,

E [5(Ff)|miinHi >(1—cy)- f(m,n)-n}

< min (1, exp <_(1 _;_C)Q . (";T)Z (1= ¢3) - f(m,n) n)) .

Combining the above bounds, we have

5 < exp (-“ _56)2 - <” ;T>2 (1= ) - F(m,m)- n) +exp <_ (‘3;)2 fmn) -n—i—lnm) .

Then, the 1° part of Theorem 8 follows by letting f be a constant function, ¢ = In2 and
Cy = 0.5.

2°. The DP lower bound.
We consider a pair of neighboring databases that = contains n data of the same type and
2’ contains n — 1 of the same type while the rest data is in a different type. We use X; to

denote the different data in the two databases. Then, we have

~

§ > §(x,2") > Pr[X; is sampled] = —.
n
Then, the 2° part of Theorem 8 follows.

3°. The tightness of 1°.
In smoothed-DP, 6 > Pr[z] - 6(x). For the database x in the proof 2°, we have that

Pr[z] < ¢ =exp (— O(n)).
Then, we have,

§ > Prlx] - 0(z) >

S

-exp (— O(n)) =exp (—O(n)).

Then, the 3° part of Theorem 8 follows. 0
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B.7.2 The Proof for Theorem 9

Theorem 9 (The smoothed DP for continuous sampling average). Using the
notations above, given any set of strictly positive distribution over [0,1], any T',n € Z, and

any € > 0, there does not exist any § < % such that M4 is (€, 0, I1)-smoothed DP.

Proof. Using the same notations as Algorithm 8, we let database z = {X3,--- , X,,}. W.l.o.g.,
we assume the different data in 2/ is X, and let 2/ = {Xy,- -, X,_1,X]}. To simplify

notations, we let xg = {Xj;,,---, X, } (or z%) as the sampled 7" data from z (or z’). To
approach the “worst-case” of privacy loss, we set X/ in the form that for all {iy,--- ,ir} C
[n] and {df,- -+ yip ) C [n 1],

XA x| - D Xy

J€[T) JE[T-1]

In other words, we let X in the way that all subset containing X/ will have a different
average with any subset without X. Because X has a continuous support while 7" is a

finite number, we can always find an X/, to meet the above requirement. Then, we set

S= {f =X + Zje[T—I]Xig" where {4}, -+ ,ip_ 1} C[n— 1]} :
Then, for any database x and any ¢ > 0, we have,

dp,se(@’,x) =Pr[M(z) € S]— e - PrM(zx) € S]

= Pr[M(z') € §] = Pr[X], is sampled] = T
n

We note that % is a common bound for all x. Then, the theorem follows by the definition of

smoothed DP. |

B.8 Smoothed DP and DP for Sampling with Replacement

Theorem 15 (DP and smoothed DP for SHM with replacement). Using the notations
in algorithm 7, given any strictly positive set of distribution 11 and any T.n € Z, such
that T = o(n), the counting algorithm M with replacement is (1 + %, exp ( — @(n)), H)—

smoothed DP. However, given any € > 0, there does not exist any § < nl+1 such that Mc¢ s
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(€,0)-differentially private.

Proof. For any counting algorithm Mg, the order between balls does not change the value
dz.ec. Thus, 0, ¢ only depends on the total number of ball M. To simplify notations, we
let d)s to denote the tolerance probability when e = 1 + % and the database = contains M

balls. Mathematically,
Oa = 6y 2r () when there are M balls in .

We first prove the standard DP property of M by analysing ;. By Theorem 7, we have,

0201 2 Pr[(Mc(M =1) € (T) \ {0}] — e - Pr [Mc(M = 0) € (T) \ {0}]
=Pr[Mc(M =1) € (T)\{0}] =1—Pr [Mc(M =1)=0]

T
:1_<1_1) > T
n n-+1

By now, we proved the standard DP part of theorem. In the next two steps, we will prove

1
1

+

the smoothed DP part.
Step 1. Tight bound for §,,.
To simplify notations, we define Py, = Pr (K = k) when there are n bins, M balls and T

samples. When the sampling algorithm is with replacement,

s () (2) (52)°°

By the definition of d,;, we have,

dp = max (O, s,M'e{IJI\ﬁ}i,Mﬂ} (PrMc(M) € 8] — e - Pr[Mc(M') € S ))

=max | 0, max E (PMk —ef- PM’,k:)
STy, M'e{M—1,M+1} ’
kes
_Te

(B.10)

Py
=max | 0, max Z Py, (1 e M k)

SQ<T>7M,€{M_17M+1} PM,]C

k
| 7ES

. Py
Step 1.1. Tight bound for #:
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Using the above notation, we have

Pup ( M \'( n—Mm \"*
PM—l,k— M-—-1 n—M+1

(M-1)- 3~ (n—M+1). Lk
(1t (o (B.11)
M—1 n—M+1

o ko Tk
UV By v i

Similarly, we have,

Pyp  (M—=1\*(n—-M+1\""
Pur M n—M

M-E (n—M)-L=
(=LY T (e " (B.12)
M n—M

Combining (B.11) and (B.12), we have
T—k k Pr_q g T—k k
_ < k< - d
eXp(n—M—l—l M—l)_ P — P\n—m M) ™
ko T—k P k T—k
exp| — — < MLk < exp — .
M n—M P M+1 n—M-—1

Step 1.2. Upper bound for P);; when M < min{k,n/2}.

() () (52) = Q) G < () G
(5 < () o)

Step 1.3. Bound §,,.

By symmetry, we know that d,; = d,,_5;. Thus, in all discussion of this step, we assume that

(B.13)

M <'|n/2]. We note again that we assume 7" = o(n). Thus, in (B.13), for any k£ and M, we

have nf}\f_l = o(1). Then, we discuss the value of Py — e - Py by the two cases of M'.

In all following proofs, we set € = 2L = o(1).
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When M’ = M + 1, for any M and k, using the results in (B.10) and (B.13), we have,

mgX(Pr Mc(M) €8] —e - PrMc(M+1) €S])

_ e Prriik ,
= sngl%z}% E:PMJf <1 e - ) (using (B.10))

2T k T—Fk )
sngl&(% Z Py (1 — exp (1 + 7) - exp (M i M)) (using (B.13)).

k
| 7ES

IN

Note again that M < n/2 and we have,

max (Pr[Mc(M) € 8] ¢ Pr[Mc(M +1) € §]) < max > Py (1 —exp(0)| =0.
kes

When M’ = M — 1, Following exactly the same procedure as the M’ = M — 1 case, we know
that for any k < M — 1 (or k < M),

Py —e - Py <0,

When £ > M, from step 1.2, we have,

e-T\"
Prg—ef - Pyoige < Py < <T) .

Combining the above two inequalities, we have,

max (PrMc(M) € 8] — e -Pr(Mc(M —1) € S])

SC(T) Phr
kes
e-T\"
< —) (using the above two inequalities)
k=ar N
eT\M M
= T
< € )e.T =0 <_M)
1-— n n

Combining the above two cases with the analysis for standard DP, for any M < |n/2], we
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have,
O(Ly) ifM22
o =4 O (%) if M =1
0 otherwise
Step 2. The smoothed analysis for d,,.
By the definition of strictly positive distributions, we know that there must exist constant ¢
such that any events happens with probability at least c. Then, by Chernoff bound, we have,

c-n
2

c-n

Pr [M < ] < exp <—%> and Pr [M >1— %] < exp (—?> .

By the definition of smoothed DP, we have,

0= mﬁaX(ExN,-g [5M])
<Pr[Me(0,en/2)U(1—=cn/2,1)]- 61 +Pr[M € (en/2,1 —cn/2)] - Oenyo

<exp(—0O(n)) +1-
Then, theorem 15 follows by combining the above two bounds. 0

B.9 The Detailed Settings of Experiments and Extra Experimen-
tal Results

B.9.1 The Detailed Settings of Experiments

The election experiment. Similar with the motivating example, we only consider the
top-2 candidates in each congressional district. The top-2 candidates are Trump and Bidden
in any congressional districts. In the discussion of our main text, DC refers to Washington,
D.C. and NE-2 refers to Nebraska’s 2nd congressional district. The distribution of each
congressional district is calculated using the election results of the 2020 US presidential
election. For example, in DC, each agent votes Bidden with 94.46% probability while votes
Trump with 5.54% probability.

The SGD experiment. We formally define the 8-bit quantized Gaussian distribution
Ngit, which is used in the set of distributions IT of our SGD experiment. To simplify nota-

tions, for any interval I = (i1, 4], we define p; , , as the probability of Gaussian distribution
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N (p, 0?) on I. Formally,

Puo(l) = /O_ e (4 (1)) a

Then, we formally define the 8-bit quantized Gaussian distribution as follows,

(B.14)

Definition 13 (8-bit quantized Gaussian distribution). Using the notations above, Given

any p and o, the probability mass function of Ng.yu(p, 0?) is
i—128 i—127 po . i—128 C
Do (( 56 556 D /2o if v = 555 where 1 ={0,--- 255}  (B.13)

PMF(z) =
0

where the normalization factor Z,, ,

otherwise

= p o ((—0.5,0.5]).

By replacing the Gaussian distribution with Laplacian distribution, we defined 8-bit
quantized Laplacian distribution Lgy (¢, o), which will be used in our extra experiments

for the SGD with quantized gradients.
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CD setting, lost 1%

CD setting, lost 0.2%

10° 10°
Qe e OO O
é 9 O [0-0-e. R 000 £ * 90 00 00
'* O .,'ﬂ ...*..* 10 .:.E i ..*_.*.
ol 2 g K, ., e
10° E Ny I 10° . T, *: 1010 ‘A, D
A O, . A' 'D... - ..A "'D,
op O, s I, B
A A.. ‘0., 1055 y g
Un 'A "g. Un ‘A ‘a., Un ".‘ ¢
— = =DP (whatever €) 0 — = =DP (whatever ¢) ‘0 ~ == DP (whatever ¢) v
10 © e=05 A.. 10| O e=05 A.. g| © =05 A
Y oe=1 ”A * e=1 "A 1 H e=1 e,
O e=2 O e=2 -, O e=2 A,
A =7 * A =7 * 0725 A =7 i
1000 2000 3000 4000 5000 1 2 3 4 5 1 2 3 4 5
n n x10* n x10°
History setting, lost 10% History setting, lost 1% o History setting, lost 0.2%
[07v ey gy e
ﬁ&g N Al ﬁQQ R oo ?9@32 SRS
10° e gy T 107, O 0., e e . Py ot SETS
N . 50[ %+ .~
AT, A TB w0} A By
-40 A, . -40 A, 0., A, .D"'D
10 ‘. O 10 ,‘. ., .,A g
A By “A By o gor00 “A oy
1090 o, 1060 v, o
1/n A 1/n A 1n A
== = = DP (whatever ¢) o == = = DP (whatever €) o e | = = =DP (whatever ¢) o
0| O e=05 Au, 0| O €=05 Au, 101 O €=05 A‘.,
10 % e=1 ‘, 10 K e=1 ‘, * e=1 ‘.
O e=2 " O e=2 O e=2
10_100 A =7 + 10_100 A =7 + 10_200 A =7 +
1000 2000 3000 4000 5000 1 2 3 4 5 1 2 3 4 5
n n x10* n x10°

Figure B.2: Smoothed DP and DP for elections under congressional districts
(CD) setting and history setting.
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B.9.2 Extra Experimental Results

Smoothed DP in elections. Figure B.2 presents the numerical results for election
under different settings. The congressional districts (CD) setting is the same setting of II as
Figure 4.2 (left), which is the distributions of all 57 congressional districts in 2020 presidential
election. In the history setting, the set of distributions II includes the distribution of all
historical elections since 1920. All results in Figure B.2 shows similar trend as Figure 4.2
(left). No matter what is the set of distributions II and no matter what is the ratio of votes
got lost, the ¢ parameter of smoothed DP is always exponentially small in the number of
agent n.

(a) Setting 1 (b) Setting 2

1071

2
»
v
8

2} 10-3 L

1n e, 1In .
DP T, 41 DP -
. 10 v
O e=05 ‘L O ¢=05
K oe=1 Hoe=1
[0 e=2 1:lj [0 e=2
103 ' ' ' '
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n n
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Figure B.3: Smoothed DP and DP for SGD with 8-bit gradient quantization
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under different settings. The shaded region shows the 99%
confidence interval of §’s.
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SGD with 8-bit gradient quantization. Figure B.3 presents the SGD with 8-bit
gradient quantization experiment under different settings. All four settings in Figure B.3
shares the same setting as Figure 4.2 (right), except the set of distributions II. The detailed

settings of II are as follows.
e Setting 1: IT = {Ngpit(0,0.15?), Ngpie(0.2,0.15%)},
e Setting 2: IT = {Ngbit(0,0.1%), N1t (0.2,0.1%)},
e Setting 3: IT = {Nsit(0,0.12%), Lsi(0,0.12%)},
o Setting 4: IT = {Lspie(0,0.122), Lspie(0.2,0.122)},

where Lgpit (i, 0%) is the 8-bit quantized Laplacian distribution defined in Appendix B.9.1.
All results in Figure B.3 shows similar information as 4.2 (right). It says that the § of
smoothed DP is exponentially small in the number of agents n. As the number of iterations
in Figure B.3 is just ~ 10% of the number of iteration of Figure 4.2 (right), we observe

some random fluctuations in Figure B.3.



APPENDIX C
APPENDIX FOR CHAPTER 5

C.1 Table of Notations

Table C.1: Table of notations for Chapter 5.

Notation Description Firstly Appeared
d dimension of norm Sec. 5.1
k number of interested pixels Sec. 5.1
x (original) image Sec. 5.2
C the set of labels Sec. 5.2
g(-,-) interpretation algorithm Sec. 5.2
T perturbed image Sec. 5.2
()i the ' pixel of (+) Sec. 5.2
L the constraint of ¢;-norm attacks Sec. 5.2
Ty () the top-k components of (-) Sec. 5.2
Vi(x, ) the top-k overlap ratio between @ and & Sec. 5.2
1G] robustness parameter in S-top-k robustness Sec. 5.2
10 a randomized interpretation algorithm Sec. 5.2
R.(P||Q) a-degree Rényi robustness of P on ) Sec. 5.2
T the number of noisy interpretation maps Sec. 5.3
() gamma function Sec. 5.3
g generalized normal distribution Sec. 5.3
b the shape factor of generalized normal distribution Sec. 5.3
o the standard deviation of a distribution Sec. 5.3
1 the expectation of a distribution Sec. 5.3
v the scoring vector Sec. 5.3
n the number of pixels Sec. 5.3
prior the prior knowledge from the defender Sec. 5.3
n the number of pixels Sec. 5.3
m the expected interpretation map of original image Sec. 5.4.1
m the expected interpretation map of perturbed image Sec. 5.4.1
ko (1—-P)k] +1 Sec. 5.4.1
S {k—ko, -+, k+ko+1} Sec. 5.4.1

1

€ robust —In <2k’0 <ﬁ Zi*es(mf)1*a> Ty Zi*€3 m:‘) Sec. 5.4.1

Portions of this chapter have previously appeared as: A. Liu, X. Chen, S. Liu, L. Xia, and C.
Gan. “Certifiably robust interpretation via Rényi differential privacy,” Artif. Intell. vol. 313, Dec. 2022, Art.
no. 103787.
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Notation Description Firstly Appeared
fo re-scaling function with scoring vector v Sec. 5.4.1
1(-) the indicator function Sec. 5.4.1

L 1 [0 (a=1)L) a—1 —al
€a <E> mln [m exXp < \/50_ ) + %a—1 exXp (E)} Sec. 541

L 1 b/2 20\ (L2 b+1-2

61)(5) T(1/b) >itt (b) (F) F( +b > Sec. 5.4.1
o* gg;z; o Sec. 5.4.1
€robust the estimated €,0pys; using 1" samples Sec. 5.4.2
B the set of top-k components’ subscripts Sec. 5.6
n and k* the shape parameters of scoring vector v Sec. 5.6
Ir learning rate Sec. 5.6

C.2 Additional Proofs

C.2.1 A Readable Proof for Theorem 11

Proof of Theorem 11. Mathematically, we calculate the minimum change in Rényi diver-

gence to violet the requirement of S-top-k robustness. That is, calculate

E[r] s.t. v:?ﬁ[?n},m[m])gﬁ R (E[m] || Elrn]).
In all remaining proof of Theorem 11 we slightly abuse the notation and let m; and m; to
represent E[m;] and E[m;] respectively. W.L.O.G., we assume my > - - - > m,,. Then, we show
that we must have 1y > -+ > Mp_gy—1 > Mp—ky = *** = Mitko+1 > Mhtkgta > = > Ny
to reach the minimum of Rényi divergence. To simplify notation, we let s(E[m]|| E[m]) =
o mi (%)a One can see that s(E[m]|| E[mn]) reaches the minimum on the same con-
dition as R,(E[m]|| E[mn]). To outline our proof, we prove the following claims one by one
(See section C.2.2 for the detailed proofs).

(7) [Natural] To reach the minimum, there are exactly ko different components in the
top-k of E[m] and E[m].

(1) To reach the minimum, Mmy_g,, - , 7y are not in the top-k of E[m].

(#7") To reach the minimum, Mg4q, - - , Miik,+1 Must appear in the top-k of E[mn].

(i73") [Proved in [123]] To reach the minimum, we must have m; > m; for any i < j.

One can see that the above claims on E[m] are equivalent to the following KKT
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condition:
n ~ (6%
. my;
min E m; | —
1=

subject to Zmi =1
=1

subject to m; —m; <0, Vi <k
subject to  —m; <0, Vi € [K]

subject to m; —m; =0, Vi,j €S

Solving it, we know s(E[m] || E[m]) reaches minimum when

v

m m;

_ and VigS, m;=—— :
2k0m + ZiQS m; € 2k:0m + ziQS m;

VieS, m; =

1

where m = <ﬁ ZieS(mi)l_a) """ By plugging in the above condition, we have,

1

1 T—a
min R,(E[m]|| E[m]) = —In [ 2k [ =— Y (m;)'™ + ) m;
ST T A E o S
Then, we know [-top-k robustness condition will be filled if the Rényi divergence do not

exceed the above value. [l

C.2.2 Proofs to the Claims Used in the Proof of Theorem 11

(1) [Natural] To reach the minimum, there is exactly ko different components in the

top-k of E[m] and E[m].

Proof. Assume that 1, - - -, ix,4,; are the components not in the top-k of m but in the top-k
of m. Similarly, we let 47, --- 7 +; to denote the components in the top-k of m but not in
the top-k of /. Consider we have another m? with the same value with 1 while My

is replaced by m;; e In other words, there is ky + j displacements in the top-k of m while
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there is ko + j — 1 displacements in the top-k of m®). Thus,

s (E[m] || E[m)]) — s (E[m] || E[n))
() (agn) | [ (o) ()
a—1 + a—1 o a—1 + a—1
)™ )™ )™ )

,we know s (E[m)] || E®])—s (E[m] || E[m]) <

0. Thus, we know reducing the number of misplacement in top-k£ can reduce the value of

Because m;, , ;> mj; . and m;, . < my -

J

J

s (E[m] || E[mn]). If requires at least kq displacements, the minimum of s (E[m] || E[rn]) must

be reached when there is exactly ky displacements. 0

(1) To reach the minimum, Mmy_g,,--- , My are not in the top-k of E[m].

Proof. Assume that 4y, --- iy, are the components not in the top-k of m but in the top-k
of m. Similarly, we let 4,--- ,4  to denote the components in the top-k of m but not in

the top-k of m. Consider we have another m® with the same value with 7 while m, is

replaced by myj/, where my is in the top-k of m and mj > m;,. In other words, mf’ is no

(2) 2)

i, goes back to the top-k of mgj . Note again

longer in the top-k components of m while m

that mj > m;, and j' <i;. Thus,

s (E[m] || E[m®]) — s (E[m][| E[m])

o R)" i) )_((W (mi]-)o‘)
<<mjf>‘”‘1+(mij)“’l <mj'>“‘1+(mz-j)“‘l |

Note that m;, < m;, we have s (E[m]|| E[m®]) — s (E[m]|| E[m]) > 0. Thus, we know

that “moving a larger component out from top-%k while moving a smaller component back to

top-k” will make s(:||-) larger. Then, (ii) follows by induction. O

(77') To reach the minimum, Myyq,- -« , Mrir,+1 Must appear in the top-k of E[m],

which holds according to the same reasoning as (i7).
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C.2.3 Proof of Lemma 7

Lemma 7 For any positive even shape factor b, letting = ~ G(0,0,b) and
Z~G(L,o,b), we have
lim D, (z||%) = &(L/o).

a—1+

Proof of Lemma 7. By the definition of Rényi divergence, we have,

. N 1 > b-exp (=(%5)") exp (—a(X)")
olzl—>ml Dalalla’) = gcl—>ml (a -1 -ln/_oo 20T (1/b)  exp (—a(ZE)?) dr )

Because we interested in the behaviour of D, when a — 1, to simplify notation, we let

0 =a—1. when o — 1 — 0, we apply first-order approximation to exp(-) and have,

lim Dy (z][2") = lim (-5_1-111/00 b-exp (—(£)?) (1—5(0 L a— o ))daz>

a—1 5—0+ —oco 2U*F(1/b)

Because bexp(~(z+)") is the PDF of G(0, 0, b), we have,

20°T'(1/0b)
> b-exp (—(£)) Ty T Ly
1+5/ il 1/b <—<U*) +( ))dx .

By applying first-order approximation to In(-), we have,

tim Da(ofa) = [~ R L) (ot (2 p)ar

6—0t

lim D, (z||2") = lim ( 6 1.In
a—1

Then, we expand (I £ )b and have,

T

' / *b-exp (—(%) e i\l
i 0, (o) = [~ SRS () (£) ()

oo

When b — i is odd, exp (—(£)") (Ui)b_i is an odd function and the integral will be zeros.

*

When b — 7 is even, it will become an even function. Thus, we have,

: , > bh-exp (—(%) o2 9 2 ;o\ b-2i
it = [T S () () () e

=1
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Through substituting (J%)b, we have,
o b/2 .. ,
: exp (—y) 20\ (NP (120
lim Do (z||z) = | —> (_) (1-20) /b,
Jim Do(a]|2) /0 T(1/b) Zl(b) o) Y Y
Finally, Lemma 7 follows by the definition of Gamma function. U

C.2.4 Formal Version of Theorem 13 with Proof

Before presenting Theorem 13, we first 1provide a technical lemma for the concentration

bound for ¢(m) = 2k, (ﬁ D ies(mi)™ a) - Y ics M. Considering that ||ml}; = 1, we
1

Kknow €,opust = — In (1 4+ ¢(m)). To simplify notation, we let ¢)(m) = (ﬁ Zieg(mf)l_a> o
Thus, we have ¢(m) = 2kgp(m) — >, gm;

Lemma 15. Using the notations above, we have:
Prp(m) < ¢(m) + 0] <1 —n-exp [ —276>

o (o) -]

Proof. We first prove the following statement: if for all i € [n], |[fh; — m;| < §, we always

have:

o)~ ot <. ) () - 2. e

1€S

Because ¢(-) is a concave function when all components of the input vector are positive.

Thus, if ¢(m) > ¢(m) we have,

3
o(m ) < Z m; —m; 27(7::’)‘
i€eS i lm=m

Then, inequality (C.1) follows by the fact that 857(7:?) = (m})"" - (m).

Then, according to Hoeffding bound, we have:
Pr[Vi € [n], [f; —m;| <6 >1—n-exp (—2767).

Because [Vi € [n], |/; —m;| < 4] is a special case of [¢p(m) < ¢(m) + 6], Lemma 15 follows.
U
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Then, we formally present Theorem 13:

Theorem 13 (formal) Using the notations above, we have,

Pr [Embust Z érobust - 5]

<1—n-exp | =2T( — 1(¢(rm) — 1 [w%m) (Z m) - 2%]

1ES
Proof. Theorem 13 follows by applying €.opust = — In (1 + ¢(m)) to Lemma 15. O
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Figure C.1:

Kk

The [-top-k robustness of Rényi-Robust-Smooth (RRS) in
comparison with Sparsified SmoothGrad (SSG) of ResNet-50. (E)
and (T) corresponds to the experimental and theoretical
robustness, respectively.

C.3 Additional Experimental Results

C.3.1 The Robustness of Rényi-Robust-Smooth Under Different Scoring Vec-

tors

Figure C.1 Compares Rényi-Robust-Smooth under different Scoring vectors v. We note

that the theoretical robustness guarantee of Rényi-Robust-Smooth does not depend on a

specific form of v. Thus, we select the scoring vectors according to the experimental ro-
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bustness. Experimentally, we found that the most robust setting is v = (vy,- -+ ,v,) where

v=2"1 7% and Z =" i 0.
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Kk
Figure C.2: The -top-k robustness of Rényi-Robust-Smooth (RRS) in
comparison with Quadratic SmoothGrad (QSG) and
SmoothGrad(SG).

C.3.2 Compare SSG with SmoothGrad and Quadratic SmoothGrad

Figure C.2 shows that our RRS is ~1% more robust than the widely-used Quadratic
SmoothGrad[112]. However, another widely-used algorithm, SmoothGrad, is slightly (~0.3%)
more robust than Rényi-Robust-Smooth. It is an interesting future direction to prove the the-
oretical guarantees of SmoothGrad (if it has). The standard deviations of noises in Quadratic
SmoothGrad and SmoothGrad are set as the same value as the standard deviation of noise

in RRS. All other experimental settings of Figure C.2 are the same as Figure 5.6.
C.3.3 Additional Experiments on ResNet-50

Figure C.3 compares the S-top-k robustness of Rényi-Robust-Smooth with Sparsified
SmoothGrad when the backbone of the neural network is ResNet-50. All other settings
of C.3 are the same as Figure 5.6. The experimental robustness curves of ResNet-50 are
similar to the curves for VGG. However, the theoretical bound becomes less tight for the

ResNet backbone.
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The [-top-k robustness of Rényi-Robust-Smooth (RRS) in
comparison with Sparsified SmoothGrad (SSG) for ResNet-50. (E)
and (T) corresponds to the experimental and theoretical
robustness, respectively.

Figure C.4 shows the computational efficiency-robustness tradeoff when the backbone

of neural network is ResNet-50. All other settings of Figure C.4 are the same as Figure 5.8.

The robustness parameter § in Figure C.4 (left) is similar as Figure 5.8 (left). Figure C.4
(right) shows that the GPU consumption of RRS is almost the same as SSG for ResNet-50

backbone.
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Figure C.4: Computational Efficiency-Robustness Tradeoff for ResNet-50

backbone. Left: the p-top-k robustness when the computational

resources is highly constrained. Right: GPU consumption of RRS
and SSG (~ 1% less than RRS). The dashed lines show the linear
fittings of RRS’s and SSG’s GPU consumption.



